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Annex B 
(normative) 

 
Use of OID4VP to retrieve an mdoc 

B.1 Mechanism description 

B.1.1 General 

This document supports presentation of mdoc using OID4VP, an extension to OAuth 2.0 as defined in 
Reference [8]. It enables the mdoc holder to present an mdoc directly to the mdoc reader. This document is an 
mdoc-specific profile of OID4VP defined in OID4VP, Draft 18. It clarifies mandatory-to-implement features for 
the options mentioned in OID4VP for the implementers who wish to present an mdoc response. Presentation 
of the mdoc shall use the same-device flow as defined in OID4VP, Section 3 with the Response Mode defined 
in OID4VP, Section 6.2. 

NOTE 1 Cross-device flows are prone to engagement relay attacks which is the reason cross-device flow is not 
included in this document. This issue is not specific to OID4VP only. 

NOTE 2 When implementing all requirements in Annex B, the mdoc acts as an OAuth 2.0 Authorization Server towards 
the remote mdoc reader which acts as an OAuth 2.0 Client. OID4VP uses the terms Verifier for OAuth 2.0 Client and Wallet 
for OAuth 2.0 Authorization Server. 

B.1.2 Sequence diagram 

 

Figure B.1 — Engagement phase sequence diagram 

Figure B.1 and Figure B.2 show the informative sequence diagram of the engagement phase and device 
retrieval phase. During the engagement phase, the mdoc receives the Authorization Request including the 
request_uri which is used by the mdoc to connect to the mdoc reader. 

In steps 1 to 6, OID4VP does not define when the Request URI is generated and how the Authorization Request 
including the Request URI is presented on the web page. In step 4, a session was established between the user 
agent and the mdoc reader. In step 6, the user agent invokes the mdoc, for example, using the mdoc-openid4vp 
URL scheme and provides the Request URI as a URL query string parameter to the mdoc. 
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Figure B.2 — Device retrieval phase sequence diagram 

During the device retrieval phase: 

— In step 7, the mdoc fetches the Authorization Request Object from the Request URI received using a HTTP 
GET over Transport Layer Security (TLS) from the Request URI that was received in the Authorization 
Request (see B.4.2.2). 

— In step 8, the mdoc reader receives the fetch request and then prepares and signs the Authorization 
Request Object associated with the Request URI (see B.4.2) 

— In step 9, the mdoc reader returns the Authorization Request Object to the mdoc over TLS. 

— In step 10, the mdoc verifies the JWT signature and validates the Authorization Request Object which 
includes determining whether the mdoc reader is trustworthy according to OID4VP, Section 5 and in RFC 
9101:2021, Section 6.2. 
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— In step 11, the mdoc authenticates the user and asks user to consent to sharing the requested data 
elements with the mdoc reader.  

NOTE 1 This step can be implemented in different ways. 

— In step 12, the user is authenticated and gives consent. 

— In step 13, the mdoc generates mdoc authentication, generates the DeviceResponse and prepares the 
VP Token. 

— In step 14, the mdoc prepares the Authorization Response parameters and encrypts the Authorization 
Response Object as a JWE using the Verifier Metadata from the Authorization Request Object (see 
B.4.2.3.2). 

— In step 15, the mdoc sends the encrypted Authorization Response Object (JWT) to the Response URI 
provided in the Authorization Request Object. 

— In step 16, the mdoc reader processes the Authorization Response Object. 

— First, the mdoc reader decrypts the JSON Web Encryption (JWE). 

— Then, the mdoc reader identifies the associated Authorization Request.  

— Then, the mdoc reader parses and validates the VP Token containing the DeviceResponse. This 

includes validation of contained document types and data elements. 

— Then, the mdoc reader computes the SessionTranscript to verify mdoc authentication. 

— Then, the mdoc reader performs issuer data authentication and other remaining checks. 

— Finally, the mdoc reader prepares a Redirect URI including parameters required to verify the session 
binding. This can be a Response Code associated with the session (see in OID4VP, Draft 18, section 
11.2). 

— In step 17, the mdoc reader returns the Redirect URI including parameters to the mdoc over TLS. 

— In step 18, the mdoc directs the user agent to open the Redirect URI including potential parameters. 

— In step 19, the user agent requests the Redirect URI including potential parameters from the mdoc reader 
over TLS. In this step, the user agent uses the existing session with the mdoc reader. 

— In step 20, the mdoc reader receives the Redirect URI including potential parameters and confirms the 
request is associated with the existing session between the user agent and the mdoc reader. This could 
include the verification of additional parameters such as a Response Code. The mdoc reader looks up the 
status and potential data of the Authorization Response associated with the current Authorization Request 
(i.e. transaction) and session. 

— In step 21, the mdoc reader returns the status and potential data to the user agent which then displays the 
data to the user. 

NOTE 2 The AuthorizationRequest in the OID4VP protocol is sent directly from the request endpoint of the mdoc 
reader to the mdoc without any intermediary applications. Since this message requires TLS for transport layer 
encryption, the DeviceRequest does not use application layer encryption. The exposure of DeviceRequest is limited to the 
connection between the TLS termination endpoint and the mDL Reader application. 
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B.2 Wallet invocation 

The mdoc reader has the choice of the following mechanisms to invoke a mdoc acting as a Wallet: 

— custom URL scheme as an authorization_endpoint (e.g. mdoc-openid4vp:// as defined in 
B.3.2.3.2); 

— other mechanisms not described in this document. 

B.3 Metadata exchange 

B.3.1 General 

OID4VP utilizes Wallet and Verifier Metadata, defined in OID4VP:2023, Section 8 and 9, to inform both the 
mdoc and the mdoc reader about each other’s capabilities for the data exchange. This information includes 
details such as supported signature and encryption algorithms, and more. 

The subsequent sections outline specific requirements and default values for Wallet and Verifier Metadata, 
particularly when the mdoc reader lacks prior knowledge of the invoked mdoc. 

NOTE 1 The mdoc reader uses the Wallet Metadata, while the mdoc relies on the Verifier Metadata at different stages 
in the OID4VP flow. 

NOTE 2 Since the OID4VP specification references the OAuth2 specification, all requirements in the Oauth2 
specification with regards to HTTP connection settings and parameters apply to this profile as well. 

B.3.2 Wallet Metadata 

B.3.2.1 General 

Before generating and sending an Authorization Request to the mdoc, an mdoc reader requires the Wallet 
Metadata. 

B.3.2.2 Wallet Metadata parameters 

An mdoc and mdoc reader shall support the following Wallet Metadata parameters as defined in Table B.1. 

Table B.1 — Wallet Metadata parameters 

Parameter name Value defined in this profile Reference 

issuer The value for issuer is the Wallet identifier. [15] 

authorization_endpoin

t 
The value for authorization_endpoint is the OAuth 2 

Authorization Endpoint where the mdoc reader sends the 
Authorization Request. 

[15] 

response_types_suppor

ted 
The value for response_types_supported shall contain the 

vp_token Response Type as defined in OID4VP, Section 5.4. 

[15] 

vp_formats_supported 
The value for vp_formats_supported shall contain the 

mso_mdoc Credential Format Identifier. 

OID4VP, Draft 
18, Section 

8.1 

client_id_schemes_sup

ported 
The value for client_id_schemes_supported shall contain 

the x509_san_dns Client Identifier scheme. For example, [ 

"x509_san_dns" ]. 

 OID4VP, 
Draft 18, 

Section 8.1 
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Parameter name Value defined in this profile Reference 

request_object_signin

g_alg_values_supporte

d 

The value for 
request_object_signing_alg_values_supported shall 

contain all the request object signing algorithms that the mdoc 
supports. 

RFC 9101 

authorization_encrypt

ion_alg_values_suppor

ted 

The value 
for  authorization_encryption_alg_values_supporte

d shall contain ECDH-ES and support all curves defined in 

Table B.8 unless the mdoc reader knows the set of curves that the 
mdoc that it interacts with supports. 

[5] 

authorization_encrypt

ion_enc_values_suppor

ted 

The value 
for  authorization_encryption_enc_values_supporte

d shall at least contain A256GCM. For example, [ "A256GCM" ]. 

[5] 

B.3.2.3 Obtaining Wallet Metadata 

B.3.2.3.1 General 

An mdoc reader utilizing this specification has multiple options to obtain the Wallet Metadata of an mdoc, as 
defined in OID4VP:2023, Section 8.2: 

— The mdoc reader has a static and pre-configured set of Wallet Metadata parameters of the mdoc (see 
B.3.2.3.2). 

— Alternatively, the mdoc reader can obtain the Wallet Metadata of the mdoc dynamically, for example, using 
Reference [15] or other out-of-band mechanisms. 

B.3.2.3.2 Static set of Wallet Metadata 

The mdoc shall support the following static set of Wallet Metadata parameters bound to the mdoc-OID4VP 
scheme (mdoc-openid4vp://): 

{ 

  "issuer": "https://self-issued.me/v2", 

  "authorization_endpoint": "mdoc-openid4vp://", 

  "response_types_supported": [ 

    "vp_token" 

  ], 

  "vp_formats_supported": { 

    "mso_mdoc": {} 

  }, 

  "client_id_schemes_supported": [ 

    "x509_san_dns" 

  ], 

  "authorization_encryption_alg_values_supported": [ 

    "ECDH-ES" 

  ], 

  "authorization_encryption_enc_values_supported": [ 

    "A256GCM" 

  ] 

} 

  

 

request_object_signing_alg_values_supported is not present in the static wallet metadata, since the static wallet metadata 
gives no indication about which alg_values are supported by the mdoc for request object signing. 

NOTE 1 https://self-issued.me/v2 above is a symbolic string. 

https://self-issued.me/v2
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NOTE 2 In the static set of Wallet Metadata above, mso_mdoc does not contain any JSON members which indicates 

that the mdoc can support any of the supported cryptographic algorithms for issuer and mdoc authentication defined in 
ISO/IEC 18013-5. 

NOTE 3 If the mdoc reader has no prior knowledge of the mdoc or if the mdoc reader cannot discover the Wallet 
Metadata dynamically, it is expected that the mdoc reader uses the static set of Wallet Metadata as defined above. 

NOTE 4 In order for the mdoc to be able to interact with an mdoc reader, it has to support the alg_values used by that 
mdoc reader for request object signing.” 

 

B.3.2.3.3 mdoc-openid4vp URL scheme 

This document registers the mdoc-openid4vp URI scheme defined in the IANA Uniform Resource Identifier 
(URI) Schemes registry, defined in Reference [13]:2023, Section B.3.2.3.1. 

— URI scheme name: mdoc-openid4vp 

— Status: permanent 

— Applications/protocols that use this scheme name: the mdoc-openid4vp URI scheme is intended to be 
used by mobile document reader applications. 

— Change controller: ISO/IEC JTC1/SC17  

— Reference: ISO/IEC TS 18013-7 (this document) 

B.3.3 Verifier Metadata 

B.3.3.1 General 

An mdoc needs the Verifier Metadata when generating and sending an Authorization Response to the mdoc 
reader. 

An mdoc shall support receiving Verifier Metadata using the client_metadata Authorization Request 

parameter, as defined in OID4VP:2023, Section 5. 

Both the mdoc and mdoc reader shall use the Verifier Metadata parameters from Table B.2. 

Table B.2 — Verifier Metadata parameters 

Parameter name Value defined in this profile Reference 

jwks The value for jwks contains the public key(s) of 

the mdoc reader. Each curve defined in Table B.8 
shall be included unless the mdoc reader is 
aware of the set of keys supported by the mdoc it 
interacts with. 

The public keys are encoded as a JSON Web Key 
Set (JWKS) as defined in Reference [10]. 

The jwks shall contain the keys used for mdoc 

mac authentication as defined in ISO/IEC 18013-
5. The keys used for this purpose shall set the 
“use” JWK paremeters to “enc” (see RFC 7515) 
and “kty”, “crv” to the corresponding values of 
“kty”, “crv” for each curve defined in Table B.8 

[12] 
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Parameter name Value defined in this profile Reference 

unless the mdoc reader is aware of the set of 
keys supported by the mdoc it interacts with. 

authorization_encrypted_response_al

g 
The value for 
authorization_encrypted_response_al

g is used for the value in the alg JWT (JWE) 

header parameter in the encrypted Authorization 
Response. 

[5] 

authorization_encrypted_response_en

c 
The value for 
authorization_encrypted_response_en

c is used for the value in the enc JWT (JWE) 

header parameter in the encrypted Authorization 
Response. 

[5] 

vp_formats 
The value for vp_formats shall include a JSON 

object with the key mso_mdoc. 

OID4VP:202
3, Section 

9.1 

Additional mechanisms to obtain the Verifier Metadata and Verifier Metadata parameters may be supported 
but are out-of-scope of this specification. 

The mdoc reader is not required to pre-register with the mdoc. 

B.4 Data Exchange 

B.4.1 Data Model 

The data model shall be used as specified in Clause 7. 

B.4.2 Authorization request 

B.4.2.1 General 

The mdoc reader shall generate and deliver the Authorization Request as defined in OID4VP:2023, Section 5 
to the mdoc and applies the additional rules of the OID4VP mdoc-specific profile defined in this document. 

B.4.2.2 Engagement phase 

The mdoc shall support receiving the OID4VP Authorization Request at the authorization_endpoint 
specified by the Wallet Metadata. The Authorization Request shall pass an Authorization Request Object by 
reference using the request_uri parameter as defined in RFC 9101. 

The value for request_uri contains the HTTPS-based URL where the mdoc retrieves the Authorization 
Request Object that contains the Authorization Request parameters (see RFC 9101). 

The following is a non-normative example of an Authorization Request using the mdoc-openid4vp scheme: 

mdoc-openid4vp://  ?client_id=example.com  

&request_uri=https%3A%2F%2Fexample.com%2F567545564   

The client_id Authorization Request parameter is included in the Authorization Request as a percent-
encoded (as defined in  Reference [6]:2023, Section 2.1) URL query string parameter. The client_id is also 

included in the Authorization Request Object as defined in RFC 9101. 
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B.4.2.3 Device retrieval phase 

B.4.2.3.1 General 

The mdoc uses the request_uri Authorization Request parameter to retrieve the signed Authorization 
Request Object as defined in RFC 9101:2023, Section 5.2.3. 

The following is a non-normative example of a HTTPS request to fetch the signed Authorization Request: 

  GET /567545564 HTTP/1.1   Host: example.com   

The following is a non-normative example of the HTTPS response: 

  HTTP/1.1 200 OK   Date: Thu, 20 Aug 2020 23:52:39 GMT   Server: Apache/2.4.43 (example.com)   

Content-type: application/oauth-authz-req+jwt   Content-Length: 797   Last-Modified: Wed, 19 

Aug 2020 23:52:32 GMT     eyJ4NW...   

NOTE The example above does not show the entire HTTP response body to improve readability. The HTTP response 
body contains the signed Authorization Request Object encoded as a JWT as defined in B.4.2.3.4. 

B.4.2.3.2 Authorization Request parameters 

The mdoc reader shall include the Authorization Request parameters from Table B.3 in the Authorization 
Request Object. 

The Authorization Request Object may contain the state Authorization Request parameter as defined in 
Reference [8]. 

NOTE As defined in Reference [8]:2012, Section 3.1 the mdoc must ignore other unrecognized Authorization 
Request parameters. 

Table B.3 — Authorization Request parameters (passed in Request Object) 

Parameter Name Value defined in this profile Reference 

response_type The value for response_type is a Response Type value 
that is included in the Wallet Metadata parameter 
response_types_supported.  For example, 

vp_token. 

[8] 

presentation_definition The value for presentation_definition is the 

Presentation Definition object that specifies the mdoc 
data being requested. 

B.4.2.3.3 defines the content of the Presentation 
Definition object for this mdoc-specific profile of OID4VP. 

OID4VP:2023, 
Section 5.1 

client_metadata The value for client_metadata is the Verifier 

Metadata parameter of the mdoc reader as defined in this 
document. 

OID4VP:2023, 
Section 5 

nonce The value for nonce is a cryptographic nonce value and 

shall follow the requirements in B.5.3. 

OID4VP:2023, 
Section 5 

client_id The value for client_id is the Client Identifier of the 

mdoc reader that corresponds to the Client Identifier 
scheme. 

[8] 

client_id_scheme The value for client_id_scheme is a Client Identifier 

Scheme that is included in 
client_id_schemes_supported Wallet Metadata 

parameter, e.g., x509_san_dns. 

OID4VP:2023, 
Section 5 
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Parameter Name Value defined in this profile Reference 

response_mode The value for response_mode shall be 

direct_post.jwt as defined in OID4VP, clause 6.3.1. 

[8] 

response_uri The value for response_uri is the HTTPS URL that 
represents the HTTPS POST endpoint for submitting the 
encrypted Authorization Response required by the 
Response Mode direct_post.jwt. 

OID4VP:2023, 
Section 6.2 

aud The value for aud is the audience of the Authorization 

Request Object and is set to the issuer Wallet Metadata 

parameter. 

OID4VP:2023, 
Section 5.6 

An example of of Authorization Request parameters included in an Authorization Request Object using the 
x509_san_dns Client Identifier scheme is provided in B.6.2. 

B.4.2.3.3 Presentation Definition 

A Presentation Definition object (as defined in OID4VP:2023, Section 5) used by this OID4VP mdoc-specific 
profile shall contain the JSON members from Table B.4. 

Table B.4 — Presentation Definition JSON members 

Presentation Definition 
JSON member 

Value defined in this profile 

id The value for id is a JSON String that is unique in the Presentation Definition of the 

Authorization Request. 

input_descriptors The value for input_descriptors is a JSON array of Input Descriptor objects. The 

Presentation Definition shall have at least one Input Descriptor object. 

Each Input Descriptor object in a Presentation Definition object shall contain the JSON members from 
Table B.5. 

Table B.5 — Presentation Definition JSON members 

Input Descriptor 
JSON member 

Value defined in this profile 

id The value for id shall be set to the requested document type. This indicates that all requested 

data elements shall be selected from that document type. For example, ISO/IEC 18013-5 defines 
org.iso.18013.5.1.mDL as the document type for mDL. 

The Input Descriptor id shall be unique per Presentation Definition object. This implies that a 

document type can only be used once within the Presentation Definition. 

Example: 

"id": "org.iso.18013.5.1.mDL" 

format The value for format is a JSON object which shall contain a JSON object with the key 

mso_mdoc. 

mso_mdoc shall contain a JSON member alg that contains a list of supported algorithms for 

issuer and mdoc authentication (as defined in ISO/IEC 18013-5) as listed in Table B.8. 

constraints The value for constraints is a JSON object with the following JSON members: 

limit_disclosure, fields. 

limit_disclosure whose value shall be set to the JSON String value required. 
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Input Descriptor 
JSON member 

Value defined in this profile 

fields is a JSON array of Field objects where each Field is a JSON object with the following 

JSON members: path, intent_to_retain. 

path is a JSON array where each entry is a JSON String containing a requested data element 

from the requested document type as follows: $['<namespace>']['<data element 

identifier>']. For example, to request a data element with an data element identifier 

family_name from the namespace org.iso.18013.5.1, the following JSON String is used: 

$['org.iso.18013.5.1']['family_name']. 

intent_to_retain whose value shall be set to true or false. 

Example: 

"constraints": { 

  "limit_disclosure":"required", 

  "fields": [{ 

    "path":[ 

      "$['org.iso.18013.5.1']['family_name']" 

    ], 

    "intent_to_retain":true 

  }] 

} 

An mdoc and mdoc reader are only required to implement the syntax requirements related to the parameters 
of the Presentation Definition object that are specified in this document. An mdoc reader shall not include any 
parameters and values in the Presentation Definition object that are not defined in this document. 

An example of an Authorization Request is provided in B.6.2. 

When data elements from multiple document types are requested, separate Input Descriptor objects per 
document type shall be present. 

B.4.2.3.4 Client Identifier scheme 

The mdoc reader shall select a Client Identifier scheme for the Authorization Request that is supported by the 
Wallet Metadata. 

B.4.2.3.5 Authorization Request signing 

The mdoc reader shall select a Client Identifier scheme that requires Authorization Request signing. 

If the selected Client Identifier scheme requires Authorization Request signing, e.g. x509_san_dns, the mdoc 

reader shall encode the Authorization Request parameters as a signed Authorization Request Object encoded 
as a JWT. The Authorization Request Object shall contain and set the Authorization Request parameter 
require_signed_request_object to true. The signed Authorization Request Object shall contain an 
alg JWT (JWS) header parameter that matches one of the supported signature algorithms specified by the 

request_object_signing_alg_values_supported Wallet Metadata parameter. 

For the x509_san_dns Client Identifier scheme, the Client Identifier shall be a DNS name and match a 
dNSName Subject Alternative Name (SAN) according to RFC 5280 entry in the leaf certificate passed with the 
Authorization Request Object. The Authorization Request Object shall be signed with the private key 
corresponding to the public key in the leaf X.509 certificate of the certificate chain added to the x5c JWT (JWS) 
header parameter of the signed Authorization Request Object. The Wallet shall validate the signature and the 
trust chain of the X.509 certificate. All Verifier metadata other than the public key shall be obtained from the 
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client_metadata parameter. If the Wallet can establish trust in the Client Identifier authenticated through 
the certificate, e.g. because the Client Identifier is contained in a list of trusted Client Identifiers, it may allow 
the client to freely choose the response_uri Authorization Request parameter value. If not, the FQDN of 
the response_uri value shall match the Client Identifier. 

NOTE 1 The certificates included in the x5c JWT (JWS) header parameter are base64-encoded (RFC 4648:2006, 

Section 4) and not base64url-encoded. Further note that if the certificate chain includes only one certificate, the x5c JWT 

(JWS) header parameter is a JSON array with one entry. 

NOTE 2 Since AuthorizationRequest in OID4VP is signed, a trust anchor is needed to enable trust in the signature. Self-
signed mdoc reader certificates can support trust when they are already present in the mdoc via an out-of-band manner 
(which effectively elevates such a certificate to a trust anchor) e.g. dynamic registration. 

B.4.3 Authorization Response 

B.4.3.1 General 

The mdoc shall generate and deliver the Authorization Response as defined in OID4VP:2023, Section 6 to the 
mdoc reader and applies the additional rules of the OID4VP mdoc-specific profile defined in this document. 

The Authorization Response is sent to the response_uri endpoint as defined in OID4VP:2023, Section 6.3.1 

using the Response Mode direct_post.jwt. The Authorization Response is encoded as a JWT (JWE) 
without nesting (see B.4.3.3.2). The JWT (JWE) is included in the response parameter as defined in 
OID4VP:2023, Section 6.3.1. 

The following is a non-normative example of an Authorization Response sent to the response_uri 
endpoint: 

  POST /post HTTP/1.1     Host: example.org     Content-Type: application/x-www-form-

urlencoded       response=eyJra...9t2LQ   

NOTE The example above does not show the entire value for the response Authorization Response parameter to 

improve readability. 

The response of the response_uri endpoint shall include the redirect_uri parameter as defined in 
OID4VP:2023, Section 6.2. 

B.4.3.2 Authorization Response parameters 

An Authorization Response shall include the Authorization Response parameters from Table B.6. 

If present, the mdoc shall copy the state Authorization Request parameter from the Authorization Request 
Object to the Authorization Response Object (as defined in Reference [8]). 

The Authorization Response is delivered encrypted to the mdoc reader encoded as a JWT using JWE compact 
serialization (see B.4.3.3.2). 

Table B.6 — Authorization Response parameters 

Parameter Name Value defined in this profile Reference 

vp_token The value for vp_token shall contain the base64url-

encoded-without-padding DeviceResponse data 

structure as defined in ISO/IEC 18013-5. 

OID4VP:2023, 
Section 6.1 

presentation_submission The value for presentation_submission shall 

contain the Presentation Submission object as described 
in B.4.3.3. 

OID4VP:2023, 
Section 6.1 
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An example of the Authorization Response Object Parameters can be found in B.6.6. 

B.4.3.3 Presentation Submission 

B.4.3.3.1 General 

A Presentation Submission object (as defined in OID4VP:2023, Section 6.1) used by this OID4VP mdoc-specific 
profile shall contain the JSON members from Table B.7. 

Table B.7 — Presentation Submission JSON members 

Presentation 
Submission 

JSON member 

Value defined in this profile 

id The value for id is a String with a value that is unique in the Authorization Response. 

definition_id The value for definition_id corresponds to the id value of the Presentation 

Definition object in the Authorization Request. 

descriptor_map The value for descriptor_map shall be a JSON array of Descriptor Map objects with 

one or more entries where each entry corresponds to an Input Descriptor object in the 
Authorization Request. 

Each Descriptor Map is a JSON object with the following JSON members: id, format, 

path. 

The value for each id corresponds to the id value of the Input Descriptor object the 

Descriptor Map object corresponds to. 

The value for format shall be the static JSON String value  mso_mdoc. 

The value for path shall be the static JSON String value $ if the VP Token contains a single 

JSON String or JSON object. 

An example of a Presentation Submission object referring to a VP Token with a single entry representing a 
DeviceResponse with a single document type can be found in B.6.4. 

B.4.3.3.2 Authorization Response encryption 

The mdoc shall encode the Authorization Response as a JWT (JWE only) as defined in OID4VP:2023, Section 
6.3.  The JWT uses the JWE compact serialization as defined in Reference [9]:2015, Section 3.1. 

NOTE The JWT does not contain a nested JWS. 

To generate the JWE, the mdoc shall use the jwks, authorization_encrypted_response_alg and 

authorization_encrypted_response_enc from the Verifier Metadata. The JWE shall encrypt a JSON 

Object containing the Authorization Response parameters from Table B.6. The mdoc shall generate a new JWE 
Initialization Vector (IV) for each encryption operation. 

For example, if the authorization_encrypted_response_alg is set to ECDH-ES and 
authorization_encrypted_response_enc is set to A256GCM, this means Eliptic Curve Diffie-Hellman 

in Direct Key Agreement mode as specified in Reference [11] is used to encrypt the payload of the JWE. 

The jwks Authorization Request parameter is used to convey the ephemeral public key information of the 

mdoc reader to the mdoc which is required for key agreement. The mdoc generates a new ephemeral key pair 
and sets the value for the epk JWT (JWE) header parameter to the public key of the generated key pair-
encoded as a JSON Web Key (see Reference [10]). When generating the ephemeral key pair, the mdoc has to 
ensure that the curve of the epk matches the curve of the mdoc reader public key specified by the crv and 
kty JSON members (as defined in Reference [10]) of the JWK. 
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The mdoc reader shall set the use JWK parameter (public key use) to the static JSON String value enc and set 
the alg JWK parameter to the static JSON String value ECDH-ES to indicate which JWK in the jwks 
Authorization Request parameter can be used for key agreement to encrypt the response (see Reference [10]). 

The mdoc shall support at least one of the cryptographic curves as defined in Table B.8. The mdoc reader shall 
support all of the cryptographic curves defined in Table B.8. 

The mdoc shall set the apu JWT (JWE) header parameter to the base64url-encoded-with-no-padding value of 
the mdocGeneratedNonce of the SessionTranscript as defined in B.4.4. 

The mdoc shall set the apv JWT (JWE) header parameter to the base64url-encoded-with-no-padding value of 

the utf-8 encoded nonce Authorization Request parameter from the Authorization Request Object. 

The mdoc shall set the kid JWT (JWE) header parameter to the value of the kid JWK parameter of the public 

key that was used for key agreement to encrypt the response. 

An example of the JWT (JWE) header of an encrypted Authorization Response can be found in B.6.8. 

An example of an encrypted Authorization Response encoded as a JWT (JWE) can be found in B.6.7. 

B.4.3.4 Error Handling 

Error handling shall be supported as defined in OID4VP. 

B.4.4 Session Transcript 

The SessionTranscript as defined in ISO/IEC 18013-5 shall be used with the following changes: 

— DeviceEngagementBytes is replaced with null, 

— EReaderKeyBytes is replaced with null 

The Handover element is defined as: 

Handover = OID4VPHandover  

OID4VPHandover = [ 

   clientIdHash. 

   responseUriHash. 

   nonce 

]    

clientIdHash = bstr  

responseUriHash = bstr  

 

clientIdToHash = [ 

    clientId, 

    mdocGeneratedNonce 

]  

 

responseUriToHash = [ 

    responseUri,  

    mdocGeneratedNonce 

]    

 

mdocGeneratedNonce = tstr  

clientId = tstr  

responseUri = tstr  

nonce = tstr   
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where clientIdHash is the SHA-256 hash of clientIdToHash and responseUriHash is the SHA-256 
hash of the responseUriToHash. 

The mdoc shall set the value for mdocGeneratedNonce  to a cryptographically random number with 
sufficient entropy (see B.5.3). 

clientId shall be the client_id, responseUri shall be the response_uri and nonce shall be the 
nonce Authorization Request parameter from the Authorization Request Object. 

An example of the SessionTranscript can be found in B.6.9. 

B.4.5 mdoc MAC authentication 

To perform mdoc MAC authentication as defined in ISO/IEC 18013-5, the mdoc shall use on of the ephemeral 
public keys from the “jwks” Verifier Metadata parameter as the “EReaderKey.Pub” with having the “use” JWK 
parameter set to “enc”. 

NOTE “EReaderKey.Pub” acts as input to ECKA-DH to compute the shared secret to derive the MAC Key. 

B.5 Security mechanisms 

B.5.1 General 

The following security architecture goals from 6.4.4.1 apply: 

— Security mechanisms a), b) and c) apply directly. 

— Security mechanism d) applies by sending the Authorization Response encrypted to the mdoc reader. 

— The security mechanism defined in e) does not apply, however the protection against relayed engagement 
information is still achieved. The mdoc reader must maintain a binding between the user session bound 
and the nonce Authorization Request parameter. When the end-user is redirected back to the mdoc 
reader with the same nonce (included in SessionTranscript), the mdoc reader can detect whether 

there was no MITM attack. 

B.5.2 Cryptographic curves 

Besides the requirements for cryptographic algorithms from ISO/IEC 18013-5 for the mdoc and mdoc reader. 

An mdoc and mdoc reader shall use one of the ECDH and/or signature algorithms from Table B.8 for Request 
signing and Response encryption / decryption. The mdoc reader shall support all curves and algorithms 
defined in Table B.8 for response object decryption. 

Table B.8 — Cryptographic curves 

Definition Specification Key type 
(kty value) 

Signature 
algorithm 
(alg value) 

Curve identifier (crv 

value) 

Purpose 

NIST P-256 Reference [11] EC ES256 P-256 ECDSA/ECDH 

NIST P-384 Reference [11] EC ES384 P-384 ECDSA/ECDH 

NIST P-521 Reference [11] EC ES512 P-521 ECDSA/ECDH 

BrainpoolP256r1 Reference [7] EC ESB256 BP-256 ECDSA/ECDH 
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Definition Specification Key type 
(kty value) 

Signature 
algorithm 
(alg value) 

Curve identifier (crv 

value) 

Purpose 

(with SHA-
256) 

BrainpoolP320r1 Reference [7] EC ESB320 

(with SHA-
384) 

BP-320 ECDSA/ECDH 

BrainpoolP384r1 Reference [7] EC ESB384 

(with SHA-
384) 

BP-384 ECDSA/ECDH 

BrainpoolP512r1 Reference [7] EC ESB512 

(with SHA-
512) 

BP-512 ECDSA/ECDH 

Curve25519 Reference [14] OKP EdDSA Ed25519/X25519 EdDSA/ECDH 

Curve448 Reference [14] OKP EdDSA Ed448/X448 EdDSA/ECDH 

B.5.3 Entropy of the nonce 

The mdoc DeviceResponse is securely bound to a particular session based on the fact that the nonces are 

not learned or guessed by the attacker. As such, nonces shall be an unpredictable random or pseudorandom 
value. Nonces shall have a minimum entropy of 16 bytes. A new nonce value shall be chosen for each 
transaction. 

NOTE This applies to nonce and mdocGeneratedNonce. 

B.6 Examples 

B.6.1 OID4VP example — Presentation Definition 

The following is an example of the Presentation Definition. 

  

-------------------------------- 

Example: Presentation Definition 

-------------------------------- 

{ 

  "id": "mDL-sample-req", 

  "input_descriptors": [ 

    { 

      "id": "org.iso.18013.5.1.mDL", 

      "format": { 

        "mso_mdoc": { 

          "alg": [ 

            "ES256", 

            "ES384", 

            "ES512", 

            "EdDSA", 

            "ESB256", 

            "ESB320", 

            "ESB384", 

            "ESB512" 

          ] 

        } 

      }, 
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      "constraints": { 

        "fields": [ 

          { 

            "path": [ 

              "$['org.iso.18013.5.1']['birth_date']" 

            ], 

            "intent_to_retain": false 

          }, 

          { 

            "path": [ 

              "$['org.iso.18013.5.1']['document_number']" 

            ], 

            "intent_to_retain": false 

          }, 

          { 

            "path": [ 

              "$['org.iso.18013.5.1']['driving_privileges']" 

            ], 

            "intent_to_retain": false 

          }, 

          { 

            "path": [ 

              "$['org.iso.18013.5.1']['expiry_date']" 

            ], 

            "intent_to_retain": false 

          }, 

          { 

            "path": [ 

              "$['org.iso.18013.5.1']['family_name']" 

            ], 

            "intent_to_retain": false 

          }, 

          { 

            "path": [ 

              "$['org.iso.18013.5.1']['given_name']" 

            ], 

            "intent_to_retain": false 

          }, 

          { 

            "path": [ 

              "$['org.iso.18013.5.1']['issue_date']" 

            ], 

            "intent_to_retain": false 

          }, 

          { 

            "path": [ 

              "$['org.iso.18013.5.1']['issuing_authority']" 

            ], 

            "intent_to_retain": false 

          }, 

          { 

            "path": [ 

              "$['org.iso.18013.5.1']['issuing_country']" 

            ], 

            "intent_to_retain": false 

          }, 

          { 

            "path": [ 

              "$['org.iso.18013.5.1']['portrait']" 

            ], 

            "intent_to_retain": false 

          }, 

          { 

            "path": [ 
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              "$['org.iso.18013.5.1']['un_distinguishing_sign']" 

            ], 

            "intent_to_retain": false 

          } 

        ], 

        "limit_disclosure": "required" 

      } 

    } 

  ] 

} 

 

B.6.2 OID4VP example — Authorization Request Object parameters 

The following is an example of the Authorization Request Object parameters. In this example and subsequent 
examples, the mdoc reader only contains a key for a single curve in the jwks structure. This is permissible only 
because for these examples it is assumed the mdoc reader is aware of the set of keys supported by the mdoc 
with which it is interacting. 

------------------------------------------------ 

Example: Authorization Request Object parameters 

------------------------------------------------ 

{ 

  "aud": "https://self-issued.me/v2", 

  "response_type": "vp_token", 

  "presentation_definition": { 

    "id": "mDL-sample-req", 

    "input_descriptors": [ 

      { 

        "id": "org.iso.18013.5.1.mDL", 

        "format": { 

          "mso_mdoc": { 

            "alg": [ 

              "ES256", 

              "ES384", 

              "ES512", 

              "EdDSA", 

              "ESB256", 

              "ESB320", 

              "ESB384", 

              "ESB512" 

            ] 

          } 

        }, 

        "constraints": { 

          "fields": [ 

            { 

              "path": [ 

                "$['org.iso.18013.5.1']['birth_date']" 

              ], 

              "intent_to_retain": false 

            }, 

            { 

              "path": [ 

                "$['org.iso.18013.5.1']['document_number']" 

              ], 

              "intent_to_retain": false 

            }, 

            { 

              "path": [ 

                "$['org.iso.18013.5.1']['driving_privileges']" 

              ], 

              "intent_to_retain": false 

            }, 
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            { 

              "path": [ 

                "$['org.iso.18013.5.1']['expiry_date']" 

              ], 

              "intent_to_retain": false 

            }, 

            { 

              "path": [ 

                "$['org.iso.18013.5.1']['family_name']" 

              ], 

              "intent_to_retain": false 

            }, 

            { 

              "path": [ 

                "$['org.iso.18013.5.1']['given_name']" 

              ], 

              "intent_to_retain": false 

            }, 

            { 

              "path": [ 

                "$['org.iso.18013.5.1']['issue_date']" 

              ], 

              "intent_to_retain": false 

            }, 

            { 

              "path": [ 

                "$['org.iso.18013.5.1']['issuing_authority']" 

              ], 

              "intent_to_retain": false 

            }, 

            { 

              "path": [ 

                "$['org.iso.18013.5.1']['issuing_country']" 

              ], 

              "intent_to_retain": false 

            }, 

            { 

              "path": [ 

                "$['org.iso.18013.5.1']['portrait']" 

              ], 

              "intent_to_retain": false 

            }, 

            { 

              "path": [ 

                "$['org.iso.18013.5.1']['un_distinguishing_sign']" 

              ], 

              "intent_to_retain": false 

            } 

          ], 

          "limit_disclosure": "required" 

        } 

      } 

    ] 

  }, 

  "client_metadata": { 

    "jwks": { 

      "keys": [ 

        { 

          "kty": "EC", 

          "use": "enc", 

          "crv": "P-256", 

          "x": "xVLtZaPPK-xvruh1fEClNVTR6RCZBsQai2-DrnyKkxg", 

          "y": "-5-QtFqJqGwOjEL3Ut89nrE0MeaUp5RozksKHpBiyw0", 

          "alg": "ECDH-ES", 
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          "kid": "P8p0virRlh6fAkh5-YSeHt4EIv-hFGneYk14d8DF51w" 

        } 

      ] 

    }, 

    "authorization_encrypted_response_alg": "ECDH-ES", 

    "authorization_encrypted_response_enc": "A256GCM", 

    "vp_formats": { 

      "mso_mdoc": { 

        "alg": [ 

          "ES256", 

          "ES384", 

          "ES512", 

          "EdDSA", 

          "ESB256", 

          "ESB320", 

          "ESB384", 

          "ESB512" 

        ] 

      } 

    } 

  }, 

  "state": "34asfd34_34$34", 

  "nonce": "abcdefgh1234567890", 

  "client_id": "example.com ", 

  "client_id_scheme": "x509_san_dns", 

  "response_mode": "direct_post.jwt", 

  "response_uri": "https://example.com/12345/response" 

} 

 

NOTE While this example contains the state claim in the request, the subsequent response 

examples are made for a request where that state claim is not present. 

  

------------------------------------------------------------------------ 

Example: Static Private Reader Key JWK corresponding to 'x5c' JWT Header 

------------------------------------------------------------------------ 

{ 

  "kty": "EC", 

  "kid": "Cv_aKIPqB8mkHqcJGUFq7zawf5vAyA6xv3PdJpJY1V8", 

  "crv": "P-256", 

  "x": "Xy4fnFl6uX1kX_QsKPFUZKfQADji2j91Aot2GNVQxxw", 

  "y": "THuUCf0wJej--eKovzxUUSLU-1P04Nog1UhdkUWM6tg", 

  "d": "5SOi-q3lIENTg-pyKeh3Vxhvu7IgYRm-IHPis2vfP8c" 

} 

 

B.6.3 OID4VP example — Authorization Request Object 

The following is an example of the Authorization Request Object. 

------------------------------------------------------ 

Example: Authorization Request Object JWT (JAR) Header 

------------------------------------------------------ 

{ 

  "x5c": [ 

    "MIICPzCCAeWgAwIBAgIUDmBXx7+19KhwjltDbBW4BE0CRREwCgYIKoZIzj0EAwIwaTELMAkGA1UEBhMC 

VVQxDzANBgNVBAgMBlV0b3BpYTENMAsGA1UEBwwEQ2l0eTESMBAGA1UECgwJQUNNRSBDb3JwMRAwDgYDVQQLD 

AdJVCBEZXB0MRQwEgYDVQQDDAtleGFtcGxlLmNvbTAeFw0yMzEwMDMxNDQ5MzhaFw0yNDA5MjMxNDQ5MzhaMG 

kxCzAJBgNVBAYTAlVUMQ8wDQYDVQQIDAZVdG9waWExDTALBgNVBAcMBENpdHkxEjAQBgNVBAoMCUFDTUUgQ29 

ycDEQMA4GA1UECwwHSVQgRGVwdDEUMBIGA1UEAwwLZXhhbXBsZS5jb20wWTATBgcqhkjOPQIBBggqhkjOPQMB 

BwNCAARfLh+cWXq5fWRf9Cwo8VRkp9AAOOLaP3UCi3YY1VDHHEx7lAn9MCXo/vniqL88VFEi1PtT9ODaINVIX 

ZFFjOrYo2swaTAdBgNVHQ4EFgQUxv6HtRQk9q7ASQCUqOqEun5S8QQwHwYDVR0jBBgwFoAUxv6HtRQk9q7ASQ 

CUqOqEun5S8QQwDwYDVR0TAQH/BAUwAwEB/zAWBgNVHREEDzANggtleGFtcGxlLmNvbTAKBggqhkjOPQQDAgN 

IADBFAiBt5/maixJyaWNKG8W9dAePhvhh5OHjswJaEjcyYiqoogIhANwTGTdg12REzQMfQSXTSVtNp1jjJMPs 

ipqR7kIK1JdT" 
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  ], 

  "typ": "JWT", 

  "alg": "ES256" 

} 

  

---------------------------------------------------------- 

Example: Authorization Request Object encoded as JWT (JAR) 

---------------------------------------------------------- 

eyJ4NWMiOlsiTUlJQ1B6Q0NBZVdnQXdJQkFnSVVEbUJYeDcrMTlLaHdqbHREYkJXNEJFMENSUkV3Q2dZSUtvW 

kl6ajBFQXdJd2FURUxNQWtHQTFVRUJoTUNWVlF4RHpBTkJnTlZCQWdNQmxWMGIzQnBZVEVOTUFzR0ExVUVCd3 

dFUTJsMGVURVNNQkFHQTFVRUNnd0pRVU5OUlNCRGIzSndNUkF3RGdZRFZRUUxEQWRKVkNCRVpYQjBNUlF3RWd 

ZRFZRUUREQXRsZUdGdGNHeGxMbU52YlRBZUZ3MHlNekV3TURNeE5EUTVNemhhRncweU5EQTVNak14TkRRNU16 

aGFNR2t4Q3pBSkJnTlZCQVlUQWxWVU1ROHdEUVlEVlFRSURBWlZkRzl3YVdFeERUQUxCZ05WQkFjTUJFTnBkS 

Gt4RWpBUUJnTlZCQW9NQ1VGRFRVVWdRMjl5Y0RFUU1BNEdBMVVFQ3d3SFNWUWdSR1Z3ZERFVU1CSUdBMVVFQX 

d3TFpYaGhiWEJzWlM1amIyMHdXVEFUQmdjcWhrak9QUUlCQmdncWhrak9QUU1CQndOQ0FBUmZMaCtjV1hxNWZ 

XUmY5Q3dvOFZSa3A5QUFPT0xhUDNVQ2kzWVkxVkRISEV4N2xBbjlNQ1hvL3ZuaXFMODhWRkVpMVB0VDlPRGFJ 

TlZJWFpGRmpPcllvMnN3YVRBZEJnTlZIUTRFRmdRVXh2Nkh0UlFrOXE3QVNRQ1VxT3FFdW41UzhRUXdId1lEV 

lIwakJCZ3dGb0FVeHY2SHRSUWs5cTdBU1FDVXFPcUV1bjVTOFFRd0R3WURWUjBUQVFIL0JBVXdBd0VCL3pBV0 

JnTlZIUkVFRHpBTmdndGxlR0Z0Y0d4bExtTnZiVEFLQmdncWhrak9QUVFEQWdOSUFEQkZBaUJ0NS9tYWl4Snl 

hV05LRzhXOWRBZVBodmhoNU9IanN3SmFFamN5WWlxb29nSWhBTndUR1RkZzEyUkV6UU1mUVNYVFNWdE5wMWpq 

Sk1Qc2lwcVI3a0lLMUpkVCJdLCJ0eXAiOiJKV1QiLCJhbGciOiJFUzI1NiJ9.eyJhdWQiOiJodHRwczovL3Nl 

bGYtaXNzdWVkLm1lL3YyIiwicmVzcG9uc2VfdHlwZSI6InZwX3Rva2VuIiwicHJlc2VudGF0aW9uX2RlZmlua 

XRpb24iOnsiaWQiOiJtREwtc2FtcGxlLXJlcSIsImlucHV0X2Rlc2NyaXB0b3JzIjpbeyJpZCI6Im9yZy5pc2 

8uMTgwMTMuNS4xLm1ETCAiLCJmb3JtYXQiOnsibXNvX21kb2MiOnsiYWxnIjpbIkVTMjU2IiwiRVMzODQiLCJ 

FUzUxMiIsIkVkRFNBIiwiRVNCMjU2IiwiRVNCMzIwIiwiRVNCMzg0IiwiRVNCNTEyIl19fSwiY29uc3RyYWlu 

dHMiOnsiZmllbGRzIjpbeyJwYXRoIjpbIiRbJ29yZy5pc28uMTgwMTMuNS4xJ11bJ2JpcnRoX2RhdGUnXSJdL 

CJpbnRlbnRfdG9fcmV0YWluIjpmYWxzZX0seyJwYXRoIjpbIiRbJ29yZy5pc28uMTgwMTMuNS4xJ11bJ2RvY3 

VtZW50X251bWJlciddIl0sImludGVudF90b19yZXRhaW4iOmZhbHNlfSx7InBhdGgiOlsiJFsnb3JnLmlzby4 

xODAxMy41LjEnXVsnZHJpdmluZ19wcml2aWxlZ2VzJ10iXSwiaW50ZW50X3RvX3JldGFpbiI6ZmFsc2V9LHsi 

cGF0aCI6WyIkWydvcmcuaXNvLjE4MDEzLjUuMSddWydleHBpcnlfZGF0ZSddIl0sImludGVudF90b19yZXRha 

W4iOmZhbHNlfSx7InBhdGgiOlsiJFsnb3JnLmlzby4xODAxMy41LjEnXVsnZmFtaWx5X25hbWUnXSJdLCJpbn 

RlbnRfdG9fcmV0YWluIjpmYWxzZX0seyJwYXRoIjpbIiRbJ29yZy5pc28uMTgwMTMuNS4xJ11bJ2dpdmVuX25 

hbWUnXSJdLCJpbnRlbnRfdG9fcmV0YWluIjpmYWxzZX0seyJwYXRoIjpbIiRbJ29yZy5pc28uMTgwMTMuNS4x 

J11bJ2lzc3VlX2RhdGUnXSJdLCJpbnRlbnRfdG9fcmV0YWluIjpmYWxzZX0seyJwYXRoIjpbIiRbJ29yZy5pc 

28uMTgwMTMuNS4xJ11bJ2lzc3VpbmdfYXV0aG9yaXR5J10iXSwiaW50ZW50X3RvX3JldGFpbiI6ZmFsc2V9LH 

sicGF0aCI6WyIkWydvcmcuaXNvLjE4MDEzLjUuMSddWydpc3N1aW5nX2NvdW50cnknXSJdLCJpbnRlbnRfdG9 

fcmV0YWluIjpmYWxzZX0seyJwYXRoIjpbIiRbJ29yZy5pc28uMTgwMTMuNS4xJ11bJ3BvcnRyYWl0J10iXSwi 

aW50ZW50X3RvX3JldGFpbiI6ZmFsc2V9LHsicGF0aCI6WyIkWydvcmcuaXNvLjE4MDEzLjUuMSddWyd1bl9ka 

XN0aW5ndWlzaGluZ19zaWduJ10iXSwiaW50ZW50X3RvX3JldGFpbiI6ZmFsc2V9XSwibGltaXRfZGlzY2xvc3 

VyZSI6InJlcXVpcmVkIn19XX0sImNsaWVudF9tZXRhZGF0YSI6eyJqd2tzIjp7ImtleXMiOlt7Imt0eSI6IkV 

DIiwidXNlIjoiZW5jIiwiY3J2IjoiUC0yNTYiLCJ4IjoieFZMdFphUFBLLXh2cnVoMWZFQ2xOVlRSNlJDWkJz 

UWFpMi1Ecm55S2t4ZyIsInkiOiItNS1RdEZxSnFHd09qRUwzVXQ4OW5yRTBNZWFVcDVSb3prc0tIcEJpeXcwI 

iwiYWxnIjoiRUNESC1FUyIsImtpZCI6IlA4cDB2aXJSbGg2ZkFraDUtWVNlSHQ0RUl2LWhGR25lWWsxNGQ4RE 

Y1MXcifV19LCJhdXRob3JpemF0aW9uX2VuY3J5cHRlZF9yZXNwb25zZV9hbGciOiJFQ0RILUVTIiwiYXV0aG9 

yaXphdGlvbl9lbmNyeXB0ZWRfcmVzcG9uc2VfZW5jIjoiQTI1NkdDTSIsInZwX2Zvcm1hdHMiOnsibXNvX21k 

b2MiOnsiYWxnIjpbIkVTMjU2IiwiRVMzODQiLCJFUzUxMiIsIkVkRFNBIiwiRVNCMjU2IiwiRVNCMzIwIiwiR 

VNCMzg0IiwiRVNCNTEyIl19fSwicmVxdWlyZV9zaWduZWRfcmVxdWVzdF9vYmplY3QiOnRydWV9LCJzdGF0ZS 

I6IjM0YXNmZDM0XzM0JDM0Iiwibm9uY2UiOiJhYmNkZWZnaDEyMzQ1Njc4OTAiLCJjbGllbnRfaWQiOiJleGF 

tcGxlLmNvbSIsImNsaWVudF9pZF9zY2hlbWUiOiJ4NTA5X3Nhbl9kbnMiLCJyZXNwb25zZV9tb2RlIjoiZGly 

ZWN0X3Bvc3Quand0IiwicmVzcG9uc2VfdXJpIjoiaHR0cHM6Ly9leGFtcGxlLmNvbS8xMjM0NS9yZXNwb25zZ 

SJ9.soGhN5x6f5vkFE7iPVrqCwpXooek2lnjfI2N68FGW9rTwv3MKSkOZaMs5jfjbRh91P-M7JSTXrqoM3Ban 

DLy1Q 

  

----------------------------------------- 

Example: Ephemeral Private Reader Key JWK 

----------------------------------------- 

{ 

  "kty": "EC", 

  "d": "_Hc7lRd1Zt8sDAb1-pCgI9qS3oobKNa-mjRDhaKjH90", 

  "use": "enc", 

  "crv": "P-256", 

  "x": "xVLtZaPPK-xvruh1fEClNVTR6RCZBsQai2-DrnyKkxg", 

  "y": "-5-QtFqJqGwOjEL3Ut89nrE0MeaUp5RozksKHpBiyw0", 

  "alg": "ECDH-ES", 
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  "kid": "P8p0virRlh6fAkh5-YSeHt4EIv-hFGneYk14d8DF51w" 

} 

  

----------------------------------------- 

Example: Ephemeral Public Reader Key JWK 

----------------------------------------- 

{ 

  "kty": "EC", 

  "use": "enc", 

  "crv": "P-256", 

  "x": "xVLtZaPPK-xvruh1fEClNVTR6RCZBsQai2-DrnyKkxg", 

  "y": "-5-QtFqJqGwOjEL3Ut89nrE0MeaUp5RozksKHpBiyw0", 

  "alg": "ECDH-ES", 

  "kid": "P8p0virRlh6fAkh5-YSeHt4EIv-hFGneYk14d8DF51w" 

} 

 

B.6.4 OID4VP example — Presentation Submission 

The following is an example of the Presentation Submission structure 

-------------------------------- 

Example: Presentation Submission 

-------------------------------- 

{ 

  "definition_id": "mDL-sample-req", 

  "id": "mDL-sample-res", 

  "descriptor_map": [ 

    { 

      "id": "org.iso.18013.5.1.mDL", 

      "format": "mso_mdoc", 

      "path": "$" 

    } 

  ] 

} 

 

B.6.5 OID4VP example — VP token 

The following is an example of the VP token: 

----------------- 

Example: VP Token 

----------------- 

o2ZzdGF0dXMAZ3ZlcnNpb25jMS4waWRvY3VtZW50c4GjZ2RvY1R5cGV1b3JnLmlzby4xODAxMy41LjEubURMb 

GRldmljZVNpZ25lZKJqZGV2aWNlQXV0aKFvZGV2aWNlU2lnbmF0dXJlhEOhASag9lhAZIIUI8retZS5btJ9TG 

yaMt7j1nQm1DUy5FyG_98yKOOWNOtizwY41CipQOMGZ5d7Plh722-YQrSCpZTNBIYjxmpuYW1lU3BhY2Vz2Bh 

BoGxpc3N1ZXJTaWduZWSiamlzc3VlckF1dGiEQ6EBJqEYIVkCYDCCAlwwggIBoAMCAQICCkdSCck8KAChX_8w 

CgYIKoZIzj0EAwIwRTELMAkGA1UEBhMCVVMxKTAnBgNVBAMMIElTTzE4MDEzLTUgVGVzdCBDZXJ0aWZpY2F0Z 

SBJQUNBMQswCQYDVQQIDAJOWTAeFw0yNDA0MjgyMTAyMjNaFw0yNTA3MjkyMTAyMjNaMEQxCzAJBgNVBAYTAl 

VTMSgwJgYDVQQDDB9JU08xODAxMy01IFRlc3QgQ2VydGlmaWNhdGUgRFNDMQswCQYDVQQIDAJOWTBZMBMGByq 

GSM49AgEGCCqGSM49AwEHA0IABDdOFaKr9WxgpFWlzF8VmfchBvTwC1oH1MaP685sHKGmreQPVsqbSlHABGTW 

PrcnbhlPbQLrDsZH03ggndfjw7yjgdkwgdYwHQYDVR0OBBYEFGUpDcssvlnvVrvfRW1P-KRafe5aMB8GA1UdI 

wQYMBaAFEz_lSXgZZtQ7BxDClpyjcQbTTrPMA4GA1UdDwEB_wQEAwIHgDAdBgNVHREEFjAUgRJleGFtcGxlQG 

lzb21kbC5jb20wHQYDVR0SBBYwFIESZXhhbXBsZUBpc29tZGwuY29tMC8GA1UdHwQoMCYwJKAioCCGHmh0dHB 

zOi8vZXhhbXBsZS5jb20vSVNPbURMLmNybDAVBgNVHSUBAf8ECzAJBgcogYxdBQECMAoGCCqGSM49BAMCA0kA 

MEYCIQCvw8wYtoDlQlBzqMYF6U0KXK1fFC5f0NETmKktxq-jWQIhAKOIt0zsjXCO2TJvtCa81HQDOoDOCvc4T 

p5jzp4rW7VDWQK62BhZArWmZ3ZlcnNpb25jMS4wb2RpZ2VzdEFsZ29yaXRobWdTSEEtMjU2bHZhbHVlRGlnZX 

N0c6Fxb3JnLmlzby4xODAxMy41LjGrAFggJU2b_85ISFXlEQWLKnOZVmRs1xSzYsZwWe0Z1Nju4yUBWCC6jOu 

odOY0wsyiy1cVQZ1trp9MdS40ma6NoiqSCw3i_AJYINNVwMahFR_eg3WdYKd_mlT7jcpBlUo4efrVfaljh1qU 

A1gg18RTMj2oZ361MmmRKRskRJxLZr8U8y8BjYePiE0MDrIEWCBAXKSrlBnPKnWZ5ovf0-tH6yS-_fLq0jtlV 

6lo_m2xkAVYIChjHaujPFotPAVarU6OS9bOUGJM2i8Su0QHcGd8LUIqBlggEPSlRSQU3qO8WGlhdybrFvOED7 

ClhKoXNnaz7iEYYG0HWCBdHiKvThj-f0ujtxCpB-rDOr2j5K6Dus7A4wlVA1FesghYIOcFkpH5fl3zQDlmzrt 

0uOqp37_3RYcsl11ju8WBF0Q0CVggRxt5r6QHia1VtAc2pWWASpR-FtxUWwSriOJRAA3xUNwKWCBJKSm9xIOQ 

awO8CVvCxg_B-1LOrUU_syVoouJRsC2cXm1kZXZpY2VLZXlJbmZvoWlkZXZpY2VLZXmkAQIgASFYIFfRF0B86 
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kxJpllzlXbiSPjaamzG1FL6ZOL9VKkdPecLIlgglApkmUibrqPDNOcJi0q0zSbX440venAe0K1Xrn3X70BnZG 

9jVHlwZXVvcmcuaXNvLjE4MDEzLjUuMS5tRExsdmFsaWRpdHlJbmZvo2l2YWxpZEZyb23AdDIwMjQtMDQtMjh 

UMjE6MDI6MjVaanZhbGlkVW50aWzAdDIwMjQtMDUtMDhUMjE6MDI6MjRaZnNpZ25lZMB0MjAyNC0wNC0yOFQy 

MTowMjoyNFpYQNMckHB3uEeFbz7re-heKVBrD6L9MiAQBk5IRhF1U9cfIq5lanDt5cnWBOEEV77VxJXDF-pbj 

a-murf1S_9ymnxqbmFtZVNwYWNlc6Fxb3JnLmlzby4xODAxMy41LjGL2BhZCDukaGRpZ2VzdElEBWZyYW5kb2 

1QZWUgWBRENQw29qWDPQ9duHFlbGVtZW50SWRlbnRpZmllcmhwb3J0cmFpdGxlbGVtZW50VmFsdWVZB-3_2P_ 

gABBKRklGAAEBAAAAAAAAAP_iAihJQ0NfUFJPRklMRQABAQAAAhgAAAAABDAAAG1udHJSR0IgWFlaIAAAAAAA 

AAAAAAAAAGFjc3AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAD21gABAAAAANMtAAAAAAAAAAAAAAAAA 

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACWRlc2MAAADwAAAAdHJYWVoAAAFkAAAAFG 

dYWVoAAAF4AAAAFGJYWVoAAAGMAAAAFHJUUkMAAAGgAAAAKGdUUkMAAAGgAAAAKGJUUkMAAAGgAAAAKHd0cHQ 

AAAHIAAAAFGNwcnQAAAHcAAAAPG1sdWMAAAAAAAAAAQAAAAxlblVTAAAAWAAAABwAcwBSAEcAQgAAAAAAAAAA 

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 

AAAAAAAAAAAWFlaIAAAAAAAAG-iAAA49QAAA5BYWVogAAAAAAAAYpkAALeFAAAY2lhZWiAAAAAAAAAkoAAAD4 

QAALbPcGFyYQAAAAAABAAAAAJmZgAA8qcAAA1ZAAAT0AAAClsAAAAAAAAAAFhZWiAAAAAAAAD21gABAAAAANM 

tbWx1YwAAAAAAAAABAAAADGVuVVMAAAAgAAAAHABHAG8AbwBnAGwAZQAgAEkAbgBjAC4AIAAyADAAMQA2_9sA 

QwAQCwwODAoQDg0OEhEQExgoGhgWFhgxIyUdKDozPTw5Mzg3QEhcTkBEV0U3OFBtUVdfYmdoZz5NcXlwZHhcZ 

Wdj_9sAQwEREhIYFRgvGhovY0I4QmNjY2NjY2NjY2NjY2NjY2NjY2NjY2NjY2NjY2NjY2NjY2NjY2NjY2NjY2 

NjY2NjY2Nj_8AAEQgAsAB5AwEiAAIRAQMRAf_EABoAAAMBAQEBAAAAAAAAAAAAAAADBAUGBwH_xAAuEAACAgE 

DAgQFAwUAAAAAAAAAAwQTIwUUM0NTJGNzgwEGFTSjFkSTJTVRVbP_xAAWAQEBAQAAAAAAAAAAAAAAAAAAAwT_ 

xAAWEQEBAQAAAAAAAAAAAAAAAAAAAxP_2gAMAwEAAhEDEQA_AOXAAJJGgAAABbUKtAaBLulH3er_AMAUgS7oL 

QKgAAAAAAAAAUNFDQAU0aSygFW2tFNACqoBQVAA31WhaHqhb5QDVNG9IltBvKSF6m2gKilQSKAAAAAAAVKari 

CS2pRLFVa0BsWA2U06OL8uKGwFVGyoNWTGb8uK6RB-nJR2Q0K5OSV8r4srTLlaM2K2pp6CSz1WqqBk4OVpbYu 

XpCukb09VraldLlMuerayvKaEkHEVErVFSuIJAAAJAAACCVyl-lqIJXKakAKydHFUaiiCKXqDUaNACQLaiCps 

_wApRfUNqKiDYKUqpSjnNUgVWnZGXqkW1QHBtxAobP8AumiovKGU0AAJAAACWVyl8VtRBK5RoVk6iLPVUXqnq 

7pySmqG1WqtUFdHZKlDbcpxsBrWtUo62q2KFVVo205eU2UrFaKiz225ZQHWkrcpKprW9X2irL1QPPtUxSmqFR 

eIq17-6SvVFKxKDLUAABIAKGgKaovVFtUKV6VpqRVVNqCsksWB5RsqqVFqqG1CpXEGplqyz1KU2o6ipqov37f 

dUcvoyvH2nZcqqgINqpsXzW5SD6Wq3q-kbMBVUVShoGXFgVNxcRe23lUrKNqFNbU1VQHn09Tfqjbe6NGz8rba 

iUMtQAoAkUNFDQGqL4sqppANUFZN7dNxYrSWe1o2LxCpUW0NRugtVbUdGclFgSt1iOo2rWqVlygFtTWjWylK5 

W1eqNqxBUSCrbeLKDVctvK0qIJ89UDK1uIqOS1ltuqN_iIBsqUpspre60UGAoAABQ0UADRooAN6K3wo1Uq0y4 

De6X1KaGps6XVaX905eLFVbbumqNlVTf3VvuhVqDeUlUqriaNtJAacl82yvFKV2jo5UqpTWt6RwcqVupTZTeq 

VSqUKACrKA90BQAAAFTQa0U1tQSsWICqLxGzAymDA4i9TaiSrrYsBVQ1WlqV1SCBPVVlNRUpXdCptQNDddoFK 

JDL17FpbWtOIby4jsvmOUprdr2srTl21N5alFUqoAKthitU1VQpqmqKpFAABJfKitUrEogqL_dt7pK1Vv2vSC 

qVXKoqaprWi4vw-Pw-OP4ZWcZuxYqm2ta3iUBlwDZ2BAqA2LFU3unZRVeFUSVYMXS2tNmLoylF6lVDbQqFKUo 

g1TVFQFeaKn6ztcSuU5eVKbPbbaBqQLVaXKn9VuIy9ZUpUVXSaXym1QIsXtK_KY2vKqlKi9pQSKUq3FaKbuoG 

JtqhrVVKNTVIDVcSsX_IqkxlKU1WUq2vmilNUpuVXEX7qL_q_ygKbF2EVTeW3lJWxWxek06iVFtlKge60xpTW 

7prcoGNlVlN5U9X0tSlN8U3lFaxGUnS4vd5SVsXaqiylcTQNlWWBteqo6iB9qo4PS57d_l_Kd4rixEmqQaZc- 

VixGo3iOcnyuq0kMuUEBX9XbK_ajVW9VWVrcQ1srwFSv4mlUjVVStUytxKyt9UwZTbdUa3zTUbFlaXo2XqmDF 

U1rcRVJfKardKy4jeVKVKVi5fNOSlKaqVUdGrS27VTQMufaqeFoawqVUprVGWSH__Z2BhYW6RoZGlnZXN0SUQ 

IZnJhbmRvbVC0gDHM3xUFKaiFRu1DAnUXcWVsZW1lbnRJZGVudGlmaWVyamJpcnRoX2RhdGVsZWxlbWVudFZh 

bHVl2QPsajE5OTAtMDEtMDHYGFhTpGhkaWdlc3RJRAdmcmFuZG9tUNPRb_Jle7E5D-hepAv3TxVxZWxlbWVud 

ElkZW50aWZpZXJqZ2l2ZW5fbmFtZWxlbGVtZW50VmFsdWVlQWxpY2XYGFhbpGhkaWdlc3RJRAFmcmFuZG9tUP 

KBXZijF1d3_R04NtJz7C1xZWxlbWVudElkZW50aWZpZXJqaXNzdWVfZGF0ZWxlbGVtZW50VmFsdWXZA-xqMjA 

yMC0wMS0wMdgYWFykaGRpZ2VzdElEAGZyYW5kb21QgHykf2kk9Y9_jhM0BAAitHFlbGVtZW50SWRlbnRpZmll 

cmtleHBpcnlfZGF0ZWxlbGVtZW50VmFsdWXZA-xqMjAyNS0wMS0wMdgYWFSkaGRpZ2VzdElECWZyYW5kb21Qu 

lAkqm6fqkRXlxcbNvrUc3FlbGVtZW50SWRlbnRpZmllcmtmYW1pbHlfbmFtZWxlbGVtZW50VmFsdWVlU21pdG 

jYGFhbpGhkaWdlc3RJRARmcmFuZG9tUOTooDeEwCnlGLbbzY-ver5xZWxlbWVudElkZW50aWZpZXJvZG9jdW1 

lbnRfbnVtYmVybGVsZW1lbnRWYWx1ZWhBQkNEMTIzNNgYWFWkaGRpZ2VzdElECmZyYW5kb21Q_ctRuMUlAkse 

lcS8sFjbJHFlbGVtZW50SWRlbnRpZmllcm9pc3N1aW5nX2NvdW50cnlsZWxlbWVudFZhbHVlYlVT2BhYW6RoZ 

GlnZXN0SUQGZnJhbmRvbVC_I_4SIn8VRu_qWxcclHpNcWVsZW1lbnRJZGVudGlmaWVycWlzc3VpbmdfYXV0aG 

9yaXR5bGVsZW1lbnRWYWx1ZWZOWSxVU0HYGFjvpGhkaWdlc3RJRAJmcmFuZG9tUFoPu1Ae76m2ftDBo8H1DU9 

xZWxlbWVudElkZW50aWZpZXJyZHJpdmluZ19wcml2aWxlZ2VzbGVsZW1lbnRWYWx1ZYKjamlzc3VlX2RhdGXZ 

A-xqMjAyMC0wMS0wMWtleHBpcnlfZGF0ZdkD7GoyMDI1LTAxLTAxdXZlaGljbGVfY2F0ZWdvcnlfY29kZWFCo 

2ppc3N1ZV9kYXRl2QPsajIwMjAtMDEtMDFrZXhwaXJ5X2RhdGXZA-xqMjAyNS0wMS0wMXV2ZWhpY2xlX2NhdG 

Vnb3J5X2NvZGViQkXYGFhdpGhkaWdlc3RJRANmcmFuZG9tUADrjtIGo37dMzctfKHT9J1xZWxlbWVudElkZW5 

0aWZpZXJ2dW5fZGlzdGluZ3Vpc2hpbmdfc2lnbmxlbGVtZW50VmFsdWVjVVNB 

 

B.6.6 OID4VP example — Authorization Response Object parameters 

The following is an example of the Authorization Response Object parameters: 

------------------------------------------------- 

Example: Authorization Response Object parameters 

------------------------------------------------- 
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{ 

  "presentation_submission": { 

    "definition_id": "mDL-sample-req", 

    "id": "mDL-sample-res", 

    "descriptor_map": [ 

      { 

        "id": "org.iso.18013.5.1.mDL", 

        "format": "mso_mdoc", 

        "path": "$" 

      } 

    ] 

  }, 

  "vp_token": "o2ZzdGF0dXMAZ3ZlcnNpb25jMS4waWRvY3VtZW50c4GjZ2RvY1R5cGV1b3JnLmlzby4xOD 

AxMy41LjEubURMbGRldmljZVNpZ25lZKJqZGV2aWNlQXV0aKFvZGV2aWNlU2lnbmF0dXJlhEOhASag9lhAZII 

UI8retZS5btJ9TGyaMt7j1nQm1DUy5FyG_98yKOOWNOtizwY41CipQOMGZ5d7Plh722-YQrSCpZTNBIYjxmpu 

YW1lU3BhY2Vz2BhBoGxpc3N1ZXJTaWduZWSiamlzc3VlckF1dGiEQ6EBJqEYIVkCYDCCAlwwggIBoAMCAQICC 

kdSCck8KAChX_8wCgYIKoZIzj0EAwIwRTELMAkGA1UEBhMCVVMxKTAnBgNVBAMMIElTTzE4MDEzLTUgVGVzdC 

BDZXJ0aWZpY2F0ZSBJQUNBMQswCQYDVQQIDAJOWTAeFw0yNDA0MjgyMTAyMjNaFw0yNTA3MjkyMTAyMjNaMEQ 

xCzAJBgNVBAYTAlVTMSgwJgYDVQQDDB9JU08xODAxMy01IFRlc3QgQ2VydGlmaWNhdGUgRFNDMQswCQYDVQQI 

DAJOWTBZMBMGByqGSM49AgEGCCqGSM49AwEHA0IABDdOFaKr9WxgpFWlzF8VmfchBvTwC1oH1MaP685sHKGmr 

eQPVsqbSlHABGTWPrcnbhlPbQLrDsZH03ggndfjw7yjgdkwgdYwHQYDVR0OBBYEFGUpDcssvlnvVrvfRW1P-K 

Rafe5aMB8GA1UdIwQYMBaAFEz_lSXgZZtQ7BxDClpyjcQbTTrPMA4GA1UdDwEB_wQEAwIHgDAdBgNVHREEFjA 

UgRJleGFtcGxlQGlzb21kbC5jb20wHQYDVR0SBBYwFIESZXhhbXBsZUBpc29tZGwuY29tMC8GA1UdHwQoMCYw 

JKAioCCGHmh0dHBzOi8vZXhhbXBsZS5jb20vSVNPbURMLmNybDAVBgNVHSUBAf8ECzAJBgcogYxdBQECMAoGC 

CqGSM49BAMCA0kAMEYCIQCvw8wYtoDlQlBzqMYF6U0KXK1fFC5f0NETmKktxq-jWQIhAKOIt0zsjXCO2TJvtC 

a81HQDOoDOCvc4Tp5jzp4rW7VDWQK62BhZArWmZ3ZlcnNpb25jMS4wb2RpZ2VzdEFsZ29yaXRobWdTSEEtMjU 

2bHZhbHVlRGlnZXN0c6Fxb3JnLmlzby4xODAxMy41LjGrAFggJU2b_85ISFXlEQWLKnOZVmRs1xSzYsZwWe0Z 

1Nju4yUBWCC6jOuodOY0wsyiy1cVQZ1trp9MdS40ma6NoiqSCw3i_AJYINNVwMahFR_eg3WdYKd_mlT7jcpBl 

Uo4efrVfaljh1qUA1gg18RTMj2oZ361MmmRKRskRJxLZr8U8y8BjYePiE0MDrIEWCBAXKSrlBnPKnWZ5ovf0- 

tH6yS-_fLq0jtlV6lo_m2xkAVYIChjHaujPFotPAVarU6OS9bOUGJM2i8Su0QHcGd8LUIqBlggEPSlRSQU3qO 

8WGlhdybrFvOED7ClhKoXNnaz7iEYYG0HWCBdHiKvThj-f0ujtxCpB-rDOr2j5K6Dus7A4wlVA1FesghYIOcF 

kpH5fl3zQDlmzrt0uOqp37_3RYcsl11ju8WBF0Q0CVggRxt5r6QHia1VtAc2pWWASpR-FtxUWwSriOJRAA3xU 

NwKWCBJKSm9xIOQawO8CVvCxg_B-1LOrUU_syVoouJRsC2cXm1kZXZpY2VLZXlJbmZvoWlkZXZpY2VLZXmkAQ 

IgASFYIFfRF0B86kxJpllzlXbiSPjaamzG1FL6ZOL9VKkdPecLIlgglApkmUibrqPDNOcJi0q0zSbX440venA 

e0K1Xrn3X70BnZG9jVHlwZXVvcmcuaXNvLjE4MDEzLjUuMS5tRExsdmFsaWRpdHlJbmZvo2l2YWxpZEZyb23A 

dDIwMjQtMDQtMjhUMjE6MDI6MjVaanZhbGlkVW50aWzAdDIwMjQtMDUtMDhUMjE6MDI6MjRaZnNpZ25lZMB0M 

jAyNC0wNC0yOFQyMTowMjoyNFpYQNMckHB3uEeFbz7re-heKVBrD6L9MiAQBk5IRhF1U9cfIq5lanDt5cnWBO 

EEV77VxJXDF-pbja-murf1S_9ymnxqbmFtZVNwYWNlc6Fxb3JnLmlzby4xODAxMy41LjGL2BhZCDukaGRpZ2V 

zdElEBWZyYW5kb21QZWUgWBRENQw29qWDPQ9duHFlbGVtZW50SWRlbnRpZmllcmhwb3J0cmFpdGxlbGVtZW50 

VmFsdWVZB-3_2P_gABBKRklGAAEBAAAAAAAAAP_iAihJQ0NfUFJPRklMRQABAQAAAhgAAAAABDAAAG1udHJSR 

0IgWFlaIAAAAAAAAAAAAAAAAGFjc3AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAD21gABAAAAANMtAA 

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACWRlc2MAAADwAAAAdHJ 

YWVoAAAFkAAAAFGdYWVoAAAF4AAAAFGJYWVoAAAGMAAAAFHJUUkMAAAGgAAAAKGdUUkMAAAGgAAAAKGJUUkMA 

AAGgAAAAKHd0cHQAAAHIAAAAFGNwcnQAAAHcAAAAPG1sdWMAAAAAAAAAAQAAAAxlblVTAAAAWAAAABwAcwBSA 

EcAQgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 

AAAAAAAAAAAAAAAAAAAAAAAAAAWFlaIAAAAAAAAG-iAAA49QAAA5BYWVogAAAAAAAAYpkAALeFAAAY2lhZWiA 

AAAAAAAAkoAAAD4QAALbPcGFyYQAAAAAABAAAAAJmZgAA8qcAAA1ZAAAT0AAAClsAAAAAAAAAAFhZWiAAAAAA 

AAD21gABAAAAANMtbWx1YwAAAAAAAAABAAAADGVuVVMAAAAgAAAAHABHAG8AbwBnAGwAZQAgAEkAbgBjAC4AI 

AAyADAAMQA2_9sAQwAQCwwODAoQDg0OEhEQExgoGhgWFhgxIyUdKDozPTw5Mzg3QEhcTkBEV0U3OFBtUVdfYm 

doZz5NcXlwZHhcZWdj_9sAQwEREhIYFRgvGhovY0I4QmNjY2NjY2NjY2NjY2NjY2NjY2NjY2NjY2NjY2NjY2N 

jY2NjY2NjY2NjY2NjY2NjY2Nj_8AAEQgAsAB5AwEiAAIRAQMRAf_EABoAAAMBAQEBAAAAAAAAAAAAAAADBAUG 

BwH_xAAuEAACAgEDAgQFAwUAAAAAAAAAAwQTIwUUM0NTJGNzgwEGFTSjFkSTJTVRVbP_xAAWAQEBAQAAAAAAA 

AAAAAAAAAAAAwT_xAAWEQEBAQAAAAAAAAAAAAAAAAAAAxP_2gAMAwEAAhEDEQA_AOXAAJJGgAAABbUKtAaBLu 

lH3er_AMAUgS7oLQKgAAAAAAAAAUNFDQAU0aSygFW2tFNACqoBQVAA31WhaHqhb5QDVNG9IltBvKSF6m2gKil 

QSKAAAAAAAVKariCS2pRLFVa0BsWA2U06OL8uKGwFVGyoNWTGb8uK6RB-nJR2Q0K5OSV8r4srTLlaM2K2pp6C 

Sz1WqqBk4OVpbYuXpCukb09VraldLlMuerayvKaEkHEVErVFSuIJAAAJAAACCVyl-lqIJXKakAKydHFUaiiCK 

XqDUaNACQLaiCps_wApRfUNqKiDYKUqpSjnNUgVWnZGXqkW1QHBtxAobP8AumiovKGU0AAJAAACWVyl8VtRBK 

5RoVk6iLPVUXqnq7pySmqG1WqtUFdHZKlDbcpxsBrWtUo62q2KFVVo205eU2UrFaKiz225ZQHWkrcpKprW9X2 

irL1QPPtUxSmqFReIq17-6SvVFKxKDLUAABIAKGgKaovVFtUKV6VpqRVVNqCsksWB5RsqqVFqqG1CpXEGplqy 

z1KU2o6ipqov37fdUcvoyvH2nZcqqgINqpsXzW5SD6Wq3q-kbMBVUVShoGXFgVNxcRe23lUrKNqFNbU1VQHn0 

9Tfqjbe6NGz8rbaiUMtQAoAkUNFDQGqL4sqppANUFZN7dNxYrSWe1o2LxCpUW0NRugtVbUdGclFgSt1iOo2rW 

qVlygFtTWjWylK5W1eqNqxBUSCrbeLKDVctvK0qIJ89UDK1uIqOS1ltuqN_iIBsqUpspre60UGAoAABQ0UADR 

ooAN6K3wo1Uq0y4De6X1KaGps6XVaX905eLFVbbumqNlVTf3VvuhVqDeUlUqriaNtJAacl82yvFKV2jo5UqpT 

Wt6RwcqVupTZTeqVSqUKACrKA90BQAAAFTQa0U1tQSsWICqLxGzAymDA4i9TaiSrrYsBVQ1WlqV1SCBPVVlNR 
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UpXdCptQNDddoFKJDL17FpbWtOIby4jsvmOUprdr2srTl21N5alFUqoAKthitU1VQpqmqKpFAABJfKitUrEog 

qL_dt7pK1Vv2vSCqVXKoqaprWi4vw-Pw-OP4ZWcZuxYqm2ta3iUBlwDZ2BAqA2LFU3unZRVeFUSVYMXS2tNmL 

oylF6lVDbQqFKUog1TVFQFeaKn6ztcSuU5eVKbPbbaBqQLVaXKn9VuIy9ZUpUVXSaXym1QIsXtK_KY2vKqlKi 

9pQSKUq3FaKbuoGJtqhrVVKNTVIDVcSsX_IqkxlKU1WUq2vmilNUpuVXEX7qL_q_ygKbF2EVTeW3lJWxWxek0 

6iVFtlKge60xpTW7prcoGNlVlN5U9X0tSlN8U3lFaxGUnS4vd5SVsXaqiylcTQNlWWBteqo6iB9qo4PS57d_l 

_Kd4rixEmqQaZc-VixGo3iOcnyuq0kMuUEBX9XbK_ajVW9VWVrcQ1srwFSv4mlUjVVStUytxKyt9UwZTbdUa3 

zTUbFlaXo2XqmDFU1rcRVJfKardKy4jeVKVKVi5fNOSlKaqVUdGrS27VTQMufaqeFoawqVUprVGWSH__Z2BhY 

W6RoZGlnZXN0SUQIZnJhbmRvbVC0gDHM3xUFKaiFRu1DAnUXcWVsZW1lbnRJZGVudGlmaWVyamJpcnRoX2Rhd 

GVsZWxlbWVudFZhbHVl2QPsajE5OTAtMDEtMDHYGFhTpGhkaWdlc3RJRAdmcmFuZG9tUNPRb_Jle7E5D-hepA 

v3TxVxZWxlbWVudElkZW50aWZpZXJqZ2l2ZW5fbmFtZWxlbGVtZW50VmFsdWVlQWxpY2XYGFhbpGhkaWdlc3R 

JRAFmcmFuZG9tUPKBXZijF1d3_R04NtJz7C1xZWxlbWVudElkZW50aWZpZXJqaXNzdWVfZGF0ZWxlbGVtZW50 

VmFsdWXZA-xqMjAyMC0wMS0wMdgYWFykaGRpZ2VzdElEAGZyYW5kb21QgHykf2kk9Y9_jhM0BAAitHFlbGVtZ 

W50SWRlbnRpZmllcmtleHBpcnlfZGF0ZWxlbGVtZW50VmFsdWXZA-xqMjAyNS0wMS0wMdgYWFSkaGRpZ2VzdE 

lECWZyYW5kb21QulAkqm6fqkRXlxcbNvrUc3FlbGVtZW50SWRlbnRpZmllcmtmYW1pbHlfbmFtZWxlbGVtZW5 

0VmFsdWVlU21pdGjYGFhbpGhkaWdlc3RJRARmcmFuZG9tUOTooDeEwCnlGLbbzY-ver5xZWxlbWVudElkZW50 

aWZpZXJvZG9jdW1lbnRfbnVtYmVybGVsZW1lbnRWYWx1ZWhBQkNEMTIzNNgYWFWkaGRpZ2VzdElECmZyYW5kb 

21Q_ctRuMUlAkselcS8sFjbJHFlbGVtZW50SWRlbnRpZmllcm9pc3N1aW5nX2NvdW50cnlsZWxlbWVudFZhbH 

VlYlVT2BhYW6RoZGlnZXN0SUQGZnJhbmRvbVC_I_4SIn8VRu_qWxcclHpNcWVsZW1lbnRJZGVudGlmaWVycWl 

zc3VpbmdfYXV0aG9yaXR5bGVsZW1lbnRWYWx1ZWZOWSxVU0HYGFjvpGhkaWdlc3RJRAJmcmFuZG9tUFoPu1Ae 

76m2ftDBo8H1DU9xZWxlbWVudElkZW50aWZpZXJyZHJpdmluZ19wcml2aWxlZ2VzbGVsZW1lbnRWYWx1ZYKja 

mlzc3VlX2RhdGXZA-xqMjAyMC0wMS0wMWtleHBpcnlfZGF0ZdkD7GoyMDI1LTAxLTAxdXZlaGljbGVfY2F0ZW 

dvcnlfY29kZWFCo2ppc3N1ZV9kYXRl2QPsajIwMjAtMDEtMDFrZXhwaXJ5X2RhdGXZA-xqMjAyNS0wMS0wMXV 

2ZWhpY2xlX2NhdGVnb3J5X2NvZGViQkXYGFhdpGhkaWdlc3RJRANmcmFuZG9tUADrjtIGo37dMzctfKHT9J1x 

ZWxlbWVudElkZW50aWZpZXJ2dW5fZGlzdGluZ3Vpc2hpbmdfc2lnbmxlbGVtZW50VmFsdWVjVVNB" 

} 

 

B.6.7 OID4VP example — Authorization Response Object encoded as JWT (JARM) 

The following is an example of the Authorization Response Opbject encoded as JWT (JARM): 

----------------------------------------------------------- 

Example: Authorization Response Object encoded as JWT (JARM) 

----------------------------------------------------------- 

eyJhbGciOiJFQ0RILUVTIiwiZW5jIjoiQTI1NkdDTSIsImFwdSI6Ik1USXpORFUyTnpnNU1HRmlZMlJsWm1kb 

yIsImFwdiI6IllXSmpaR1ZtWjJneE1qTTBOVFkzT0RrdyIsImtpZCI6IlA4cDB2aXJSbGg2ZkFraDUtWVNlSH 

Q0RUl2LWhGR25lWWsxNGQ4REY1MXciLCJlcGsiOnsia3R5IjoiRUMiLCJjcnYiOiJQLTI1NiIsIngiOiJsYUt 

NYVJabHREdGRKVjBmbVNpdlNJMmRoR3lPSmlsSVpjWGpkc2hlRWZNIiwieSI6Imp3aUxKdV9vNFBseEdnMFJT 

M3pqalQ3ZzNtTmN5ZGo1VmMwbjVOZWJ5MFkifX0..kXamCWWe6lbljHMa.pZEQRdFUlESyCgFWs_O04GRAicG 

ur4p7OiUyKZw63lEJCO23APUdfaGGJpmWW14G01GE0r3MAO6H_wDnrAUjiZGigPW1OaIrss68x7vC6rxcmh44 

uwjoqTmAV5vSo7P_e-wiv5gMeFdLr7lvts7SsIh-ddb0cl_fEWMVs864xIHVyygvkd5fjb8a79PVx9ckfFSRr 

3FeCItN-N7mY2HjLONhRmX3w2nD9B0AmxvKGmtolZww7VPx26IXv-FLCW_KjR8kanLVH5m_4Xx1moyF4lC7Nm 

05Z59o6Y1J_A2tVYsTDgbkJQbKW8J2FqG4V4lGUo3usb119H4wbJoFa8Dk8G-aq3pb3RYqxZ4xxBWJRuxDiZh 

gOMx5zwM-tGl5DE4Hce50JVEbmgaWQyNYg3kpL7aAgs0739_38p56sF3vmXLx1YO1re2Yaxeq6CJNokbyZzBn 

WN5ouWhyqwWCLo0OseDgyJKT6JC8A3O21a5NkBjUr62P8h3YzzmLMCCCAhofKj8wj1rF-t2m1-ZOKVb6mLm5R 

B_n2AzP8DYB99EAIeu-U9dWneenX9A6KNRvslWt-zBukzD-051KHwDpJ7GrdhT6sZQSOL2ZDv7npuDQulioZz 

snGaMs9k2_eEBB0LrmI-0V98lWbY1ZuG309ErtNOJ1mx9JJ0iAXLI3fDtaa4lNSWguZA-eZZF-sOz-0qhRoih 

p6ZfewFwNH-8THTX-gKlikrICsSJGV0k3m8cVFiigK7J_wRsWxpl4CND3hwY6G5gPB4LfFjy52tliMWJGsBFQ 

EoJ1DxFnmKFzipdT1x6OybW5Gvtj7AaHNksx7X37bcuObpS0QlFRTTMIdhPuRKRc_EPFEmhm7hrqc3Vf1FlT0 

ZCU243nOE3TwQTZOBH7mFEQ__7ltANBhTAqfUgzPs3vvKjuavrTHojIOJPAgwuOIWCdHQTun5PijodwSVppuj 

cd_opI9T3YTJO7lRL0V3H9VwU-GBQRyNbraqcp45nVbiW9BSazHpiWZzQ_ssSKR6CpnBg53MSFMn-tefcnnbV 

oFKakXXsdTcns5vM-JcqPT8fF0m1sZ7hV48RjUmU-WP1ymRAXbbvwC6Y5R3qObhTAfcPB4ySdIj24f2IzWlnE 

i0EfURuqtys0eQECs33_CVBF9L26_TSp5iEObDIWgMV5s3p81_lp-xwiDUlwXywpo3GSiCCUMrzX9U1mj0ZGY 

sAiyMtpAPGZ022b9_YpHUMkST151rih_h0ZuGd7GtBqmnr0CWP6yPVGMJSeVcLYok2gzrVWlmzisnW0tNtvJT 

EDR_K6UUqwZzAgZiCLzv82x39dC0GZdCA4gIEH9eGjBoUKcWs5-aV-5Mq8v_tyiqUqV4iASvOUDuEOnxmQ6Qk 

54Z9_02rv4KED0EzxwGDDo5bZYRFC0nY_V7vYOE8rDIFamZ194sPBnZYnA_wgkEwcB3JJ9kSp5MFSZf9NqxDW 

jALyVxaQNfeSv04GQHuMGWBsWU1gEkTNi81xQXWDbzpc6saaJS8Az732jXo9-38sDnyEsKqA9mJpOyiWeBbS7 

4IECHzewDjblx7nzGU0ppUOTs5Xs4OUh_NxHlmOCbl4KTOcTc31pGfyWSgrJ8e975_QDKIyR9dRJIF4y4wiE8 

yBP_n0-o4Dyp4Y__lNa-dS_szpMMHkQo-zSRYTcNKbLAILLrteN-HT8rm27nOoRw1h-Ji0ZoaeIaZ_leJKCLI 

pcC08qB68nftT2zmsT3O-54RDMWtmE78yyCDpfjIILnyoHzaT2uTflkJYxaO81s_IGRtDmER-HNT2a2xQK2Qn 

Bcx__1bCI8k_em47md_9IPnobDD4CHnHY5bi5kuGEsnj63DEY2YuYS4kqNLzaP4rA6BP-fKNfoatqeea1SovT 

9DjH7KrSNVmHiAUB0_2IGsEfiWuUHXr6GTj-E3NYflmGhg8cypUTDyNM1QPIAe7Wd1Pnm_-dEuLV3MwoxWOaf 

QSSH5YnSpuwEfqqkZo4i97d3ZjZqsQEyPRjFFvTb78duvIB9xP36GmyOhs1UV9gpILMNNZL5KjLrfPraXM2iv 

FvsnucDzNC6xVIQqA6gdP5QrDtqRcL9mxUZ1VY1V-NoSimraSDlY2Zoo7DYKvDmsOXg_oFH98HDCRjDuWHiTc 
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rc86GQ1heBT-m3cHdsNo7c15eipTV0kYB5kYLnzI2O3DFyUKhdj-EFge7yv04JNhctPce4hpUIpkVh_31lfG9 

4C5uRwXIHoZq11Vcj_BlllVogBAMj7GxinJ0LZ3pjuB5N3BSNGq_ebzlvlbEvcJtO8Xlto3X4NkJJPElTErwP 

vUvg1GOctVPjCGDYsWtRM-HNCwU9RahC5wDd1H9roylVAqesaGWpHctxLcKY3EHxhmosjgizu4vPJB5HVYPGJ 

J7QSdqixa5G0dezGQbYL6Y9It4mw0p0qpUCHvP0_egT-VwLeE7JnS9eYv9ouwt6eG0MD26AiE2_QyNV3bfqNh 

p-lvzpJGKstQtNudxURoD8ZNOBYDzhtedzc1edHeUj-v6EogklF1zZP9zmKmau0ca8dQXBltWAd9GMHPJRokB 

WXADgoljOVw8gmY6CMgtRQqfTdARG8XSgSNwsE30TPchWdJ3Ls52HBZhxyGfED2FqxyBXpwTXCTGGMB7SJdRW 

rx5se5xhxI9YHP0M2V73JF0udbL8BZKpiLV2fg5Dc8zKaSKGJrm6HLbEIBWrKrIXKrgQ892nJMIbx7GRtRLuQ 

ghf1EGxT2_WODUmhHePPiVNzgxUFZttWYOuzNYElGZEXrZ_k_W0RC1JsgmyHIprYBXll-HW3TTPAh0Y2MYti_ 

D_TE77oXgKgyYCRPPhetcOHjUWCHRMR3soaDsMcTEEqIdiLPdDu5MuQ1mMYKbSyv_Emkt-LkY1S7iuKcR8xQD 

-SF6WVW0QvrjE7OXTsQVIugauMRAZ2xl40h5_hu2lOaM0t_gI4p7k62sgEt_zAt7q1h8tMZucmDqiN1cABGQW 

6xazTbzQ6legSbKByKOId5pQ2Q-4HOb-8iARedVIilH9f1hw-SGKxdeq3wYTt2-zbaneM-vps2-JiCYivtWnL 

GRRnu38_jKJ0lj7U1-xJbQu58QFvwW9SbP0Yyu7Mxa2f2lqlzCBElrkeA7VqUPVtWVYRTJD3euZL46hmLnJ7A 

OEjwwGXLNGoz4vhAQEjWXf7l5Mz60InUeNE9fWkkbPLXzWH_o87Glc2FnvUWraH7rELCvFfX1fHITfiTcZ3XQ 

e_qCqrUtK2Bj-92cLGp52sqO3CKm5a1vzPsm9EQ3hqC8vhX6JusmevvyNXmEZKNTKBEKUAHN0qMLqQX9vkjtj 

QsmAoN4dzLFpAM4ionIbcP39sVSBTm-p9cNF6TCTld_O_841SWV_o-oI1hpN2t3DVQug446jdBCr4e7pbaW66 

RYJBDH8FeXahlSWYcH0Fu94IiwGMGq1KdyioaJjdtmW5ZW2TaS_J_87VKlrkwE2DhZEYm8s7JzMtwvCHr26eg 

UlENEQbyy4GXhxD1SaKMTiJGdJ_NEoMPwhfH7qBdC44bTGJjKN0snKwKr2Gzmb9Aep-v_2thsjSUnL2n0frxS 

ExUt5QkPU1wn1hJO8H3GxWZprv34RiWx7wtzjdeeKCFGIM7r2HevxWLpT-y_7CwzNUII-fUqz6ZemsmZWOvhv 

3PjWmQvLwLLJA45n-R2ftFxMpxlU6I_VuK7NijDInh-L7IaYaV4XMgPvfHituIXDDRDD_Ajl2Q2EhLzXEJDoz 

NrSxPeldgY7bx-a_iVQX6tj9LgHudMm372BjTGHLxBrDvIsdKCSyEyvFHrJnBl-5jiusR89anfn51zVJp2cUt 

t1UNsDpKS6t6H5ARh10lQtUbGr6qRYeytdlBA1y5AOVxsDrnVEIOi0Vdokx7ZmLpzGWbXtYAqdVrZoNY6V33R 

Y13Ms6DKjCjJ2nwgpJ5Z_q_jlF_nXlz62EtSbf9rQznNgGLWr4LJEg-cvc53V57hoNVlU_aAIboKB2AW0gPpm 

A8tHMNqi5fOMVxuYeW-zNH4HEJpV_2_HI7RgltE7ybSzuzARLWR4yQDyDk4CBe2bdunHMhHJxMtUjj5SAdIZ7 

0TUwj00DS0qU4MDQ0B-aDom6uCK8BoGRila_TbwPPmW8TzkDX-_uuisfL7Cn4WKHWFd-Qjwd1Rmd1rgmMM6XW 

9OdkFjzwYZ7-PO6yTzWYi0Tpgak1jdfzFDIZdEQlKlrRduc1PvfhybC8btTpCHu3pLsQpGzcX4jO7LlDCi2GC 

lgEpKZfR1vXmyiKmuiZwL8y4PVg1HSTwJJ-X5iXQJf1Vqb5F2aKLz1utibNDRHxPUfmjrvvnQWFOQlel43Lm0 

M5ShZ1K-eVAYv3DbNjk5QHVNPRnm9IQb1shRLpC3PzbLT7mUTZHYqJ7ELm-0-AwnZ8HoA-JjA5eSWpfKe4Bd9 

CIC1XCxn-fZg0_sjB4pYwR0SU822vKW14loTp-hrJX6wzTvYu1DDB5sNppUTyv99ifJ6bDfSJtx-RuF6Y5yb2 

OODQg7QNuGABXC2nJA5724dnUMFUiSpqTl_-hbJOHgR_VzWcZlnzPEkQ-trgUU2Fcn2UHnKVtyiPVpTH-LU21 

CTxA7uYpS-0ITeNLtef2xzWNZ35q7JcrQ8SzCCqkIczGhTXazYCisRdZOhYE3VZfYCRoKPqXk10eLUOb2pVuX 

-YfA8zmP1rmwvA_3HmfvA87uQFzdt-RTthn3-vxHMgqUGnRJv1aJCfMtR6PRkQ31g0P7b8kDFbgan6nZ-2qaL 

Qc0CIkAZlkNFQdQm18qJ9mjd0cDQPcaq37U1OLoGtrO_qX-eHS0e1idzbcBSwK_rQ_ktjusW5Be-PWL9D8Bj7 

A-pbWniquikXR3ub72_GJA10yeJ_2HIPbe1jGt_UjTjpohpDHSWlJe9ND0A8Tv0Bs3qUmmGW7Du9LFGqEcIpL 

WaJejfWLQP_givObCwqZYH1Wnd_XQemS-wUiRPZmg0pTSEYSGjXTXSCDxyykrhI9Egmebg9p6JLfJ41m8gHyn 

CI2iasdHfyUAZBQsKW2vYeU7IjRXvas2Z7-SbkKP4hvBuCJaZI_QxngNUE9--lK5NcabYEHuTMtUDrxKqcdSj 

SMtDVqRI-i8aOAMmQqcDfcuZTa_Upu7-Ic1gEGDc02ZiTJQOYl3SRf02sNbDLWo11QvdAlc1THVc4GfgCuw7p 

_tDbQcaDNGzcCyjTTT4zKCVUFqnSaZ3psrLvcpx5cB26hoyF_i4OHIbDPi6Rey7LG1FkxdZM7YE_6s28t9K_F 

0vtVqm816iZt-23o8r_0t8Z7CgzC0EKMxGQHLY_0YuhWvP2FzDfKhFJmrmmf97J412dHogACzoVsW5G78i7R1 

6iL40xmJaNZwG3Hqy2h5q70OzSbQG2G39e6-h6flwaoXHi-U94R9yGImnOxXktWrPeogWzQrTp9A61yu6KoQM 

bh5m_NJXgmwEOHTpA0DpwvkRli5spshw0NoPHd5Hc9QuB_er8PCeUioWIzHmpFC7Axwo5j5wz5OJUQKFxVHtZ 

dFNLETzK2NGVYaFEQ2hAcROwPkJLv0e4skP55uxmcrFl_mdC_-mHwpxrpR9Y3KfeSPZL0BslkkXGBlZ_7VnLp 

w07-6SONGm3Ul0p856jeDNCd9mrfe5BpgnruTneWx2mDUS9wLELIYgmPsOQYvO-PYvn73vusZpqhluFOEoaOZ 

d7PMzYm52NWpR43G04ZK9IiaDF_TwK_GTrkOPXuIk-ZzZZ9SDyowxz3PX4OLT4Q5SEEB2UT0a6_2kDO7dSWQX 

VyWZo0xO9yBJa7PVCLadtlb1WxDZv02l2W101wNdmSAgOPut7CwNokzdsX8iVLWGpFYZMdW71ooJtxuOgCiXU 

9R28H8hyZ7LRLR8xOFU8b9bC8Suwf5O1xejeXyG9DYFV6cKep604SuGzQMAWf_qFHRlJtKiQnKeFr8XvQ2Eno 

DOcfq4ykNm532ENyS0m0nIS1qfql5F7qGaS8N7X_jnFJU8vBJeQ-DafMDEeuQ1C6e9tTbrgh2-9sqMwk6P5n5 

ep5Iz4AXt5GY0ld7dBfOcXSFy30YynokuZoN5eC3LtQlHIrvVRi0NhvwFbMVD_m_UgiznV6nDCUL2fe0WWgWS 

7hGJTlyqt8uPddB2U6EOMB2oZKdCAWC4j77sP8RAIM6Je-0DwOqjMVo665sqedTRnwYPNAbnXhwANHmbmRINp 

BJOu3Mcsg2PIJbWttTCSRnWRC4J1fN3nK4EB3P06HnYRr9_Ct66fmDeU4azi9OorHFOTewBLxoplsrfob0GlU 

gwe3qsj4vFDCRZWwfhZacDVOwofQ3enzKmguiYOo_HtHBt4PbYaK_jsOsVT8D35shFDWyO21zhJhj-K4vJI4i 

T7fz958c0CA0K9KkqkCD8Iwh2H3sZl-ASqQjH4zWgml6lxVJw9ponuicL1-nYXy3SekbETDnT3O8KtRcD2geY 

13g8bN-fgqZ6oGXkN7nyBMypEESHmYcAKSr1VXZDHdy9yRrsZV54yf8sA0w2bpO3ionrSggr4Nisj4QCIpmVA 

WCyZP4PKcq6k-rzz4QrIjOtajk9CzHrklmsOm4uUArHyBETZqOthipnE_YNxR_0OOUoikIzUAjgQyHCY3Tl4Y 

JlSjFSLCU_tkLh19NFRySqcNyTcycepbzsM64u5hIaDorH99eBa24dbwPTYqxQkzNSdGByqbTQ_AvuHOb78b9 

cU8MjcS0CgyaLjpPoHgAYX_YLehw-VwBdtqv_LFyJKR3y9RuRmq8uQI8qfLegXw9bmNpEUn41jKmOPURjLqUu 

2BXVkcKSAMMBzpXzZMg4sqYLGEdpKwfoANY4dJKJaz-OGTF0ntkRU4z0llR55tLcFp-OrCJJmQ3zLoXdq4Nhh 

xrsohDO8uEQyKpcDKqwJxf_6BDk_WdXBNKjNUt8DDfOKThBDcdwFPCpQvNVCX017pyWD7jOSgUdDv54bFqHJ4 

jQHLOrXbThsMJZT-adFikd-ych__uqlClVHr2k-QkbUzXoq81kqofmTFWnOag355_4Op361G8qShSv6NVEhgF 

FRKvFrR6BdV5MNhEXTPyrnBh1I9BSZayHWsy4AOajehSi-5h7K2lfkgWYDTK5uteQ7o41a5jeKZsnHvtB_-wq 

vdgfP1cntoYFlQsLXUMpzoIkFUEVFymePG6Nnz8KW0J4AuxJr8r0GNh9_jS-sxwTmGPW1EqpqHLbI08WEHGvE 

681FwwiWtTubFSW6arfVRuKVHegucAm9y9G9jCzBxDLAG2j3ONNDRIVy54S-_skpR5AKpNsqpq5JbQ47PGSzD 

HM7poE2R4cbtbpO6U-uZrGSobCa2JaeCvsYnJu1roYk_5gNbvvOIxue6Zz_BvHO5JZGNcnI7ayYQrpvixufRZ 

Aua62N5IfgNbxarrUHfTTT8aT8E1xX1D-9CHFzWFYgBRtjJ-GjTA-6BrKf5iFdWOYyQm4MIwHWpyMIE1VhopP 

FXeDNRDALAXo1UP1fcJRGDTWr_LXC6qFbProiFhBdn8TH33ysdfms7ixO1ihzdWJgP_-vLgVNLQI1AmtWlm06 
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jkETfrPRk_AqR2iL0wqhwpT7yWtQqzG9uecsCthSQfjT1r6BUIjoie59gOo6b1VvagYUWuD87idPQIvtR4AjT 

3YBTI6dRIXgdFeA1x_JyL01l095e4gswhFBPf-HWpmcjtJg1iEpNwYwUnYVRMInkylyf-knP_GoI6FVhgIHNg 

50KhnPYZ7VesNfUmQD5MhsgtUg20rUMMZ2uTIDb0Be-1hNyJ-U3OsSz5CjoRylxcdhot0S2MjziwR__nLR-Qe 

5AfSB70UCE7j3oCiXE8rsYD59wD-2ye_c2RyvHDeDxUtuKtIyvRwsVHHB2bP_Uu-oNnV41YApCZmqpaYn7pLw 

dlEW3xGxQCa-e0qx6bvtbgI-14xn7r5ykwkcUAGowkobFEYpl_7R3PyvjpNHcUu0QeEjq6FQcrLwNKVcAOYcN 

nPOt-s0qTiOwIlnOofUjfjfFtgF2j97HeKbE5XJUlMXW9gxrLN3Dn3Vk2dc-sn-TX42gylJMvWNWnD0XFxkfc 

W9L8QJ0Ypt6uq5fLCVX2xxZ0BxOtUDZRzCUeN_py_s1PxChcQ-tJEOjFFCq1yo-IrJLdhbaUA2J61uhsy_Ovc 

S_IHPI8QrhN-i6ntPk0gGkw0ghfwBpZh_zupLJyqjILwIPY6iHx1y1H05pQiAuRbbR6e_ZeawLvafEDFId12l 

aLzTFpuvTQYcgwJw5YKNT6EwslyrPOqFCs731SJFj8BEWBkJDRf2IpmYJicjLU0MKM078imD6sMHrRUuEB7Fy 

lvdYbxE0PCfeT4yLgvuhpojjrcwae4nmxMElFZivQ0abUIqCZkcIXhPF8egtVYOpIsRdoe1667WecyuCOlIDJ 

vNWs6g1NWNzjJ1wjhKkR00oiXnwhi04MElk0maQqNp9hYDuPl8VYqFBSNbDc270sq5Ib5ddLx1-8On0gNWLek 

AdRu_E99a_9IaQLf-ThlIZX9hDLlwiq67nRKZcrEL9v0qH7BGbhWjTNMlo2-OqXF_MZ7NF0bmjgQ2WMNhz404 

X2nbP2b_FnVBgB_O8TLl_cmm5W0r-Tdq_xN2vjjQFogmVusavFHlJReAJz9gWBy4CLWaEjGRwJR69q2KNAgV5 

ELetm0970KB-KHbbPJCCT8lYN074WpyCEHyZtIfrgnIwDby-pmXSZBqLILKZAbuPm0WmaOXbr_DiDC9OAhTe7 

2v2qER68PNdIzw0qNuTblmb2U_tLPVAWZx3KV-.xJEEAiKbR_t024nKHOpnwQ 

 

B.6.8 OID4VP example — Authorization Response Object JWT (JARM) Header 

The following is an example of the Authorization Request Object JWT (JARM) Header: 

-------------------------------------------------------- 

Example: Authorization Response Object JWT (JARM) Header 

-------------------------------------------------------- 

{ 

  "alg": "ECDH-ES", 

  "enc": "A256GCM", 

  "apu": "MTIzNDU2Nzg5MGFiY2RlZmdo", 

  "apv": "YWJjZGVmZ2gxMjM0NTY3ODkw", 

  "kid": "P8p0virRlh6fAkh5-YSeHt4EIv-hFGneYk14d8DF51w", 

  "epk": { 

    "kty": "EC", 

    "crv": "P-256", 

    "x": "laKMaRZltDtdJV0fmSivSI2dhGyOJilIZcXjdsheEfM", 

    "y": "jwiLJu_o4PlxGg0RS3zjjT7g3mNcydj5Vc0n5Neby0Y" 

  } 

} 

  

-------------------------------------- 

Example: Ephemeral Public MDOC Key JWK 

-------------------------------------- 

{ 

  "kty": "EC", 

  "crv": "P-256", 

  "x": "laKMaRZltDtdJV0fmSivSI2dhGyOJilIZcXjdsheEfM", 

  "y": "jwiLJu_o4PlxGg0RS3zjjT7g3mNcydj5Vc0n5Neby0Y", 

} 

  

--------------------------------------- 

Example: Ephemeral Private MDOC Key JWK 

--------------------------------------- 

{ 

  "kty": "EC", 

  "crv": "P-256", 

  "x": "laKMaRZltDtdJV0fmSivSI2dhGyOJilIZcXjdsheEfM", 

  "y": "jwiLJu_o4PlxGg0RS3zjjT7g3mNcydj5Vc0n5Neby0Y", 

  "d": "va3rO9wvZrIqD27Se3t7R6DVbx6cHiKdzsXVyxQJP90" 

} 

------------------------- 

Example: IACA Certificate 

------------------------- 

-----BEGIN CERTIFICATE----- 

MIICGjCCAb+gAwIBAgIKfqh/NIWv9JsIdDAKBggqhkjOPQQDAjBFMQswCQYDVQQG 

EwJVUzEpMCcGA1UEAwwgSVNPMTgwMTMtNSBUZXN0IENlcnRpZmljYXRlIElBQ0Ex 
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CzAJBgNVBAgMAk5ZMB4XDTI0MDQyODIxMDIyM1oXDTM0MDQyODIxMDIyNFowRTEL 

MAkGA1UEBhMCVVMxKTAnBgNVBAMMIElTTzE4MDEzLTUgVGVzdCBDZXJ0aWZpY2F0 

ZSBJQUNBMQswCQYDVQQIDAJOWTBZMBMGByqGSM49AgEGCCqGSM49AwEHA0IABC8v 

9/5utIwwLrN/qe54sga0FSNIJGO/NO9YKWGSUWylElRskOUD7WAK9UKplzQNck3k 

FeJSKUAyliG4RSIbgnyjgZYwgZMwEgYDVR0TAQH/BAgwBgEB/wIBADAOBgNVHQ8B 

Af8EBAMCAQYwHQYDVR0OBBYEFEz/lSXgZZtQ7BxDClpyjcQbTTrPMB0GA1UdEgQW 

MBSBEmV4YW1wbGVAaXNvbWRsLmNvbTAvBgNVHR8EKDAmMCSgIqAghh5odHRwczov 

L2V4YW1wbGUuY29tL0lTT21ETC5jcmwwCgYIKoZIzj0EAwIDSQAwRgIhAMu3vC2e 

eEW6r+Naqcd6NMxD1NQsA8ipV4QOe4Zl0xAzAiEA6l1vXXBXfcSULjOzw+PIrZop 

gJGXXkNfK5h7jN9NVKY= 

-----END CERTIFICATE----- 

 

B.6.9 OID4VP example — SessionTranscript 

The following is an example of the SessionTranscript: 

----------------------------------------------------------- 

Example: OID4VPHandover CBOR Hex 

----------------------------------------------------------- 

835820DA25C527E5FB75BC2DD31267C02237C4462BA0C1BF37071F692E7DD93B10AD0B5820F6ED8E3220D 

3C59A5F17EB45F48AB70AEECF9EE21744B1014982350BD96AC0C572616263646566676831323334353637 

383930 

  

----------------------------------------------------------- 

Example: SessionTranscript CBOR Hex 

----------------------------------------------------------- 

83F6F6835820DA25C527E5FB75BC2DD31267C02237C4462BA0C1BF37071F692E7DD93B10AD0B5820F6ED8 

E3220D3C59A5F17EB45F48AB70AEECF9EE21744B1014982350BD96AC0C572616263646566676831323334 

353637383930 

 


