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Annex B
(normative)

Use of OID4VP to retrieve an mdoc

B.1 Mechanism description
B.1.1 General

This document supports presentation of mdoc using OID4VP, an extension to OAuth 2.0 as defined in
Reference [8]. It enables the mdoc holder to present an mdoc directly to the mdoc reader. This document is an
mdoc-specific profile of 0ID4VP defined in OID4VP, Draft 18. It clarifies mandatory-to-implement features for
the options mentioned in OID4VP for the implementers who wish to present an mdoc response. Presentation
of the mdoc shall use the same-device flow as defined in OID4VP, Section 3 with the Response Mode defined
in OID4VP, Section 6.2.

NOTE1 Cross-device flows are prone to engagement relay attacks which is the reason cross-device flow is not
included in this document. This issue is not specific to OID4VP only.

NOTE2  Whenimplementingall requirements in Annex B, the mdoc acts as an OAuth 2.0 Authorization Server towards
the remote mdoc reader which acts as an OAuth 2.0 Client. OID4VP uses the terms Verifier for OAuth 2.0 Client and Wallet
for OAuth 2.0 Authorization Server.

B.1.2  Sequence diagram

mdoc App mdoc reader mdoc reader
User Agent OAuth 2.0 Authorization Server OAuth 2.0 Client OAuth 2.0 Client
Internet Browser 0ID4VP Wallet OID4VP Verifier OIDAVP Verifier
mobile App mobile App web application frontend web application backend
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2 [TLS] Request verifier web ppge

Prepare Authorization Request
_ ~ with Request URI

[TLS] Load web page with
4 embedded Authorization Request,
e.qg., as a deep link with Reguest URI

5 User interaction

Invoke mdoc app with
Authorization Request
with Request URI,

e.g., via deep linking
using mdoc-opendiddvp
URL scheme

Figure B.1 — Engagement phase sequence diagram

Figure B.1 and Figure B.2 show the informative sequence diagram of the engagement phase and device
retrieval phase. During the engagement phase, the mdoc receives the Authorization Request including the
request uri which is used by the mdoc to connect to the mdoc reader.

In steps 1 to 6, 0OID4VP does not define when the Request URI is generated and how the Authorization Request
including the Request URI is presented on the web page. In step 4, a session was established between the user
agent and the mdoc reader. In step 6, the user agent invokes the mdoc, for example, using the mdoc-openid4vp
URL scheme and provides the Request URI as a URL query string parameter to the mdoc.
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Figure B.2 — Device retrieval phase sequence diagram

During the device retrieval phase:

Request (see B.4.2.2).

In step 7, the mdoc fetches the Authorization Request Object from the Request URI received using a HTTP
GET over Transport Layer Security (TLS) from the Request URI that was received in the Authorization

In step 8, the mdoc reader receives the fetch request and then prepares and signs the Authorization

Request Object associated with the Request URI (see B.4.2)

9101:2021, Section 6.2.

In step 9, the mdoc reader returns the Authorization Request Object to the mdoc over TLS.

In step 10, the mdoc verifies the JWT signature and validates the Authorization Request Object which
includes determining whether the mdoc reader is trustworthy according to OID4VP, Section 5 and in RFC

© ISO/IEC 2024 - All rights reserved
17




ISO/IEC TS 18013-7:2024(en)

— In step 11, the mdoc authenticates the user and asks user to consent to sharing the requested data
elements with the mdoc reader.

NOTE1  This step can be implemented in different ways.
— Instep 12, the user is authenticated and gives consent.

— In step 13, the mdoc generates mdoc authentication, generates the DeviceResponse and prepares the
VP Token.

— In step 14, the mdoc prepares the Authorization Response parameters and encrypts the Authorization
Response Object as a JWE using the Verifier Metadata from the Authorization Request Object (see
B.4.2.3.2).

— In step 15, the mdoc sends the encrypted Authorization Response Object (JWT) to the Response URI
provided in the Authorization Request Object.

— In step 16, the mdoc reader processes the Authorization Response Object.
— First, the mdoc reader decrypts the JSON Web Encryption (JWE).
— Then, the mdoc reader identifies the associated Authorization Request.

— Then, the mdoc reader parses and validates the VP Token containing the DeviceResponse. This
includes validation of contained document types and data elements.

— Then, the mdoc reader computes the SessionTranscript to verify mdoc authentication.
— Then, the mdoc reader performs issuer data authentication and other remaining checks.

— Finally, the mdoc reader prepares a Redirect URI including parameters required to verify the session
binding. This can be a Response Code associated with the session (see in OID4VP, Draft 18, section
11.2).

— In step 17, the mdoc reader returns the Redirect URI including parameters to the mdoc over TLS.
— In step 18, the mdoc directs the user agent to open the Redirect URI including potential parameters.

— Instep 19, the user agent requests the Redirect URI including potential parameters from the mdoc reader
over TLS. In this step, the user agent uses the existing session with the mdoc reader.

— In step 20, the mdoc reader receives the Redirect URI including potential parameters and confirms the
request is associated with the existing session between the user agent and the mdoc reader. This could
include the verification of additional parameters such as a Response Code. The mdoc reader looks up the
status and potential data of the Authorization Response associated with the current Authorization Request
(i.e. transaction) and session.

— Instep 21, the mdoc reader returns the status and potential data to the user agent which then displays the
data to the user.

NOTE2  The AuthorizationRequest in the OID4VP protocol is sent directly from the request endpoint of the mdoc
reader to the mdoc without any intermediary applications. Since this message requires TLS for transport layer
encryption, the DeviceRequest does not use application layer encryption. The exposure of DeviceRequest is limited to the
connection between the TLS termination endpoint and the mDL Reader application.
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B.2 Wallet invocation
The mdoc reader has the choice of the following mechanisms to invoke a mdoc acting as a Wallet:

— custom URL scheme as an authorization endpoint (e.g. mdoc-openid4vp:// as defined in
B.3.2.3.2);

— other mechanisms not described in this document.

B.3 Metadata exchange
B.3.1  General

OID4VP utilizes Wallet and Verifier Metadata, defined in OID4VP:2023, Section 8 and 9, to inform both the
mdoc and the mdoc reader about each other’s capabilities for the data exchange. This information includes
details such as supported signature and encryption algorithms, and more.

The subsequent sections outline specific requirements and default values for Wallet and Verifier Metadata,
particularly when the mdoc reader lacks prior knowledge of the invoked mdoc.

NOTE1 The mdoc reader uses the Wallet Metadata, while the mdoc relies on the Verifier Metadata at different stages
in the OID4VP flow.

NOTE 2  Since the OID4VP specification references the OAuth2 specification, all requirements in the Oauth2
specification with regards to HTTP connection settings and parameters apply to this profile as well.

B.3.2 Wallet Metadata

B.3.2.1 General

Before generating and sending an Authorization Request to the mdoc, an mdoc reader requires the Wallet
Metadata.

B.3.2.2 Wallet Metadata parameters
An mdoc and mdoc reader shall support the following Wallet Metadata parameters as defined in Table B.1.

Table B.1 — Wallet Metadata parameters

Parameter name Value defined in this profile Reference
issuer The value for i ssuer is the Wallet identifier. [15]
authorization_endpoin | The value for authorization endpoint isthe OAuth 2 [15]

t Authorization Endpoint where the mdoc reader sends the

Authorization Request.

response_types_suppor | Thevalue for response types supported shall contain the [15]
ted vp_token Response Type as defined in OID4VP, Section 5.4.

vp formats supported OID4VP, Draft

The value for vp_formats supported shall contain the

mso_mdoc Credential Format Identifier. 18, %e;tlon
client_id_schemes_sup | Thevalueforclient id schemes supported shall contain OID4VP,
ported the k509 san_dns Client Identifier scheme. For example, [ Draft 18,

"x509 san_dns" ]. Section 8.1
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ion enc values suppor
ted

for authorization encryption enc values supporte

d shall at least contain A256GCM. For example, [ "A256GCM" ].

Parameter name Value defined in this profile Reference
request object signin | The value for RFC9101
g_alg_values_supporte | request object signing alg values_ supported shall
d contain all the request object signing algorithms that the mdoc

supports.
authorization encrypt The value [5]
ion_alg values_suppor | for authorization encryption alg values supporte
ted d shall contain ECDH-ES and support all curves defined in
Table B.8 unless the mdoc reader knows the set of curves that the
mdoc that it interacts with supports.
authorization encrypt | The value [5]

B.3.2.3 Obtaining Wallet Metadata

B.3.2.3.1 General

An mdoc reader utilizing this specification has multiple options to obtain the Wallet Metadata of an mdoc, as

defined in OID4VP:2023, Section 8.2:

— The mdoc reader has a static and pre-configured set of Wallet Metadata parameters of the mdoc (see

B.3.2.3.2).

— Alternatively, the mdoc reader can obtain the Wallet Metadata of the mdoc dynamically, for example, using

Reference [15] or other out-of-band mechanisms.

B.3.2.3.2 Static set of Wallet Metadata

The mdoc shall support the following static set of Wallet Metadata parameters bound to the mdoc-OID4VP

scheme (mdoc-openiddvp://):

{

"issuer": "https://self-issued.me/v2",

"authorization endpoint":

"mdoc-openiddvp://",

"response types supported": [

"vp_ token"

1,

"vp formats supported":

"mso mdoc": {}

by

"client id schemes supported": [

"x509 san dns"

i

"authorization encryption alg values supported": [

"ECDH-ES"
1,

"authorization encryption enc values supported": [

"A256GCM"
]

request_object_signing_alg values_supported is not present in the static wallet metadata, since the static wallet metadata

gives no indication about which alg_values are supported by the mdoc for request object signing.

NOTE1l  https://self-issued.me/v2 above isasymbolic string.
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NOTE 2 In the static set of Wallet Metadata above, mso_mdoc does not contain any JSON members which indicates

that the mdoc can support any of the supported cryptographic algorithms for issuer and mdoc authentication defined in
ISO/IEC 18013-5.

NOTE 3  If the mdoc reader has no prior knowledge of the mdoc or if the mdoc reader cannot discover the Wallet
Metadata dynamically, it is expected that the mdoc reader uses the static set of Wallet Metadata as defined above.

NOTE4 In order for the mdoc to be able to interact with an mdoc reader, it has to support the alg_values used by that
mdoc reader for request object signing.”

B.3.2.3.3 mdoc-openid4vp URL scheme

This document registers the mdoc-openid4vp URI scheme defined in the IANA Uniform Resource Identifier
(URI) Schemes registry, defined in Reference [13]:2023, Section B.3.2.3.1.

— URI scheme name: mdoc-openid4vp
— Status: permanent

— Applications/protocols that use this scheme name: the mdoc-openid4vp URI scheme is intended to be
used by mobile document reader applications.

— Change controller: ISO/IEC JTC1/SC17

— Reference: ISO/IEC TS 18013-7 (this document)
B.3.3  Verifier Metadata

B.3.3.1 General

An mdoc needs the Verifier Metadata when generating and sending an Authorization Response to the mdoc
reader.

An mdoc shall support receiving Verifier Metadata using the client metadata Authorization Request
parameter, as defined in OID4VP:2023, Section 5.

Both the mdoc and mdoc reader shall use the Verifier Metadata parameters from Table B.2.

Table B.2 — Verifier Metadata parameters

Parameter name Value defined in this profile Reference

Jwks The value for jwks contains the public key(s) of [12]
the mdoc reader. Each curve defined in Table B.8
shall be included unless the mdoc reader is
aware of the set of keys supported by the mdoc it
interacts with.

The public keys are encoded as a JSON Web Key
Set (JWKS) as defined in Reference [10].

The jwks shall contain the keys used for mdoc
mac authentication as defined in ISO/IEC 18013-
5. The keys used for this purpose shall set the
“use” JWK paremeters to “enc” (see RFC 7515)
and “kty”, “crv” to the corresponding values of
“kty”, “crv” for each curve defined in Table B.8
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Parameter name Value defined in this profile Reference

unless the mdoc reader is aware of the set of
keys supported by the mdoc it interacts with.

authorization encrypted response al | The value for [5]
g authorization encrypted response al
g is used for the value in the alg JWT (JWE)

header parameter in the encrypted Authorization

Response.
authorization encrypted response en | The value for [5]
c authorization encrypted response en

c is used for the value in the enc JWT (JWE)
header parameter in the encrypted Authorization

Response.
P formats The value for vp_formats shall include a JSON OIBD;LVI?ZOZ
object with the key mso _mdoc. , gafon

Additional mechanisms to obtain the Verifier Metadata and Verifier Metadata parameters may be supported
but are out-of-scope of this specification.

The mdoc reader is not required to pre-register with the mdoc.

B.4 Data Exchange

B.4.1 Data Model

The data model shall be used as specified in Clause 7.
B.4.2  Authorization request

B.4.2.1 General

The mdoc reader shall generate and deliver the Authorization Request as defined in OID4VP:2023, Section 5
to the mdoc and applies the additional rules of the OID4VP mdoc-specific profile defined in this document.

B.4.2.2 Engagement phase

The mdoc shall support receiving the OID4VP Authorization Request at the authorization endpoint
specified by the Wallet Metadata. The Authorization Request shall pass an Authorization Request Object by
reference using the request uri parameter as defined in RFC 9101.

The value for request uri contains the HTTPS-based URL where the mdoc retrieves the Authorization
Request Object that contains the Authorization Request parameters (see RFC 9101).

The following is a non-normative example of an Authorization Request using the mdoc-openid4vp scheme:

mdoc-openid4vp:// ?client id=example.com

&request uri=https%3A%2F%2Fexample.com%2F567545564

The client id Authorization Request parameter is included in the Authorization Request as a percent-
encoded (as defined in Reference [6]:2023, Section 2.1) URL query string parameter. The client idisalso
included in the Authorization Request Object as defined in RFC 9101.
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B.4.2.3 Device retrieval phase
B.4.2.3.1 General

The mdoc uses the request uri Authorization Request parameter to retrieve the signed Authorization
Request Object as defined in RFC 9101:2023, Section 5.2.3.

The following is a non-normative example of a HTTPS request to fetch the signed Authorization Request:

GET /567545564 HTTP/1.1 Host: example.com
The following is a non-normative example of the HTTPS response:

HTTP/1.1 200 OK Date: Thu, 20 Aug 2020 23:52:39 GMT Server: Apache/2.4.43 (example.com)
Content-type: application/ocauth-authz-reg+jwt Content-Length: 797 Last-Modified: Wed, 19
Aug 2020 23:52:32 GMT eyJ4NW. ..

NOTE The example above does not show the entire HTTP response body to improve readability. The HTTP response
body contains the signed Authorization Request Object encoded as a JWT as defined in B.4.2.3.4.

B.4.2.3.2 Authorization Request parameters

The mdoc reader shall include the Authorization Request parameters from Table B.3 in the Authorization
Request Object.

The Authorization Request Object may contain the state Authorization Request parameter as defined in
Reference [8].

NOTE As defined in Reference [8]:2012, Section 3.1 the mdoc must ignore other unrecognized Authorization
Request parameters.

Table B.3 — Authorization Request parameters (passed in Request Object)

Parameter Name Value defined in this profile Reference

response_type The value for response_type is a Response Type value [8]
that is included in the Wallet Metadata parameter
response_ types_supported. For example,

vp_token.
presentation_definition The value for presentation definitionisthe 01D4VP:2023,
Presentation Definition object that specifies the mdoc Section 5.1

data being requested.

B.4.2.3.3 defines the content of the Presentation
Definition object for this mdoc-specific profile of 0OID4VP.

client metadata The value for client metadata is the Verifier 0ID4VP:2023,
Metadata parameter of the mdoc reader as defined in this Section 5
document.

nonce The value for nonce is a cryptographic nonce value and 0ID4VP:2023,
shall follow the requirements in B.5.3. Section 5

client id The value for c1ient id is the Client Identifier of the [8]
mdoc reader that corresponds to the Client Identifier
scheme.

client id scheme The value for client id scheme is a Client Identifier 0ID4VP:2023,
Scheme that is included in Section 5

client id schemes supported Wallet Metadata
parameter, e.g, x509 san_dns.
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Parameter Name Value defined in this profile Reference

response mode

The value for response_mode shall be [8]
direct post.jwt as defined in OID4VP, clause 6.3.1.

response_uri

The value for response_uri is the HTTPS URL that 0ID4VP:2023,
represents the HTTPS POST endpoint for submitting the Section 6.2
encrypted Authorization Response required by the
Response Mode direct post.jwt.

aud

The value for aud is the audience of the Authorization 0ID4VP:2023,
Request Object and is set to the i ssuer Wallet Metadata Section 5.6
parameter.

An example of of Authorization Request parameters included in an Authorization Request Object using the
x509 san_dns Client Identifier scheme is provided in B.6.2.

B.4.2.3.3 Presentation Definition

A Presentation Definition object (as defined in OID4VP:2023, Section 5) used by this OID4VP mdoc-specific
profile shall contain the JSON members from Table B.4.

Table B.4 — Presentation Definition JSON members

Presentation Definition Value defined in this profile
JSON member

id

The value for id is a JSON String that is unique in the Presentation Definition of the
Authorization Request.

input_descriptors The value for input descriptors isa]SON array of Input Descriptor objects. The

Presentation Definition shall have at least one Input Descriptor object.

Each Input Descriptor object in a Presentation Definition object shall contain the JSON members from

Table B.5.

Table B.5 — Presentation Definition JSON members

Input Descriptor
JSON member

Value defined in this profile

id

The value for id shall be set to the requested document type. This indicates that all requested
data elements shall be selected from that document type. For example, ISO/IEC 18013-5 defines
0rg.iso0.18013.5.1.mDL as the document type for mDL.

The Input Descriptor id shall be unique per Presentation Definition object. This implies that a
document type can only be used once within the Presentation Definition.

Example:

"id": "org.i1s0.18013.5.1.mDL"

format

The value for format is a JSON object which shall contain a JSON object with the key
mso_mdoc.

mso_mdoc shall contain a JSON member alg that contains a list of supported algorithms for
issuer and mdoc authentication (as defined in ISO/IEC 18013-5) as listed in Table B.8.

constraints

The value for constraintsisa]JSON object with the following JSON members:
limit disclosure, fields.

limit disclosure whose value shall be set to the JSON String value required.
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Input Descriptor Value defined in this profile
JSON member

fieldsisa]SON array of Field objects where each Field is a JSON object with the following
JSON members: path, intent to retain.

path isa]SON array where each entry is a JSON String containing a requested data element
from the requested document type as follows: $ [ ' <namespace>'] ['<data element
identifier>"'].For example, to request a data element with an data element identifier
family name from the namespace org.iso.18013.5. 1, the following JSON String is used:

$['org.is0.18013.5.1"'] ['family name'].
intent to_retain whose value shall be setto true or false.
Example:
"constraints": {

"limit disclosure":"required",

"fields": [{

"path": [
"$['org.is0.18013.5.1"']['family name']"

1,

"intent to retain":true

}H]

An mdoc and mdoc reader are only required to implement the syntax requirements related to the parameters
of the Presentation Definition object that are specified in this document. An mdoc reader shall not include any
parameters and values in the Presentation Definition object that are not defined in this document.

An example of an Authorization Request is provided in B.6.2.

When data elements from multiple document types are requested, separate Input Descriptor objects per
document type shall be present.

B.4.2.3.4 Client Identifier scheme

The mdoc reader shall select a Client Identifier scheme for the Authorization Request that is supported by the
Wallet Metadata.

B.4.2.3.5 Authorization Request signing
The mdoc reader shall select a Client Identifier scheme that requires Authorization Request signing.

If the selected Client Identifier scheme requires Authorization Request signing, e.g. x509 san dns, the mdoc
reader shall encode the Authorization Request parameters as a signed Authorization Request Object encoded
as a JWT. The Authorization Request Object shall contain and set the Authorization Request parameter
require signed request object to true. The signed Authorization Request Object shall contain an
alg JWT (JWS) header parameter that matches one of the supported signature algorithms specified by the
request object signing alg values supported Wallet Metadata parameter.

For the x509 san_dns Client Identifier scheme, the Client Identifier shall be a DNS name and match a
dNSName Subject Alternative Name (SAN) according to RFC 5280 entry in the leaf certificate passed with the
Authorization Request Object. The Authorization Request Object shall be signed with the private key
corresponding to the public key in the leaf X.509 certificate of the certificate chain added to the x5¢ JWT (JWS)
header parameter of the signed Authorization Request Object. The Wallet shall validate the signature and the
trust chain of the X.509 certificate. All Verifier metadata other than the public key shall be obtained from the
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client metadata parameter. If the Wallet can establish trust in the Client Identifier authenticated through
the certificate, e.g. because the Client Identifier is contained in a list of trusted Client Identifiers, it may allow
the client to freely choose the response uri Authorization Request parameter value. If not, the FQDN of
the response uri value shall match the Client Identifier.

NOTE1 The certificates included in the x5¢c JWT (JWS) header parameter are base64-encoded (RFC 4648:2006,
Section 4) and not base64url-encoded. Further note that if the certificate chain includes only one certificate, the x5¢ JWT
(JWS) header parameter is a JSON array with one entry.

NOTE 2  Since AuthorizationRequest in OID4VP is signed, a trust anchor is needed to enable trust in the signature. Self-
signed mdoc reader certificates can support trust when they are already present in the mdoc via an out-of-band manner
(which effectively elevates such a certificate to a trust anchor) e.g. dynamic registration.

B.4.3  Authorization Response
B.4.3.1 General

The mdoc shall generate and deliver the Authorization Response as defined in 0ID4VP:2023, Section 6 to the
mdoc reader and applies the additional rules of the OID4VP mdoc-specific profile defined in this document.

The Authorization Response is sent to the response uri endpointas defined in 0ID4VP:2023, Section 6.3.1
using the Response Mode direct post.jwt. The Authorization Response is encoded as a JWT (JWE)
without nesting (see B.4.3.3.2). The JWT (JWE) is included in the response parameter as defined in
0ID4VP:2023, Section 6.3.1.

The following is a non-normative example of an Authorization Response sent to the response uri
endpoint:

POST /post HTTP/1.1 Host: example.org Content-Type: application/x-www-form-
urlencoded response=eyJra...9t2LQ
NOTE The example above does not show the entire value for the response Authorization Response parameter to

improve readability.

The response of the response uri endpoint shall include the redirect uri parameter as defined in
0ID4VP:2023, Section 6.2.

B.4.3.2 Authorization Response parameters
An Authorization Response shall include the Authorization Response parameters from Table B.6.

If present, the mdoc shall copy the state Authorization Request parameter from the Authorization Request
Object to the Authorization Response Object (as defined in Reference [8]).

The Authorization Response is delivered encrypted to the mdoc reader encoded as a JWT using JWE compact
serialization (see B.4.3.3.2).

Table B.6 — Authorization Response parameters

Parameter Name Value defined in this profile Reference
vp_token The value for vp_token shall contain the base64url- OID4VP:2023,
encoded-without-padding DeviceResponse data Section 6.1

structure as defined in ISO/IEC 18013-5.

presentation_submission The value for presentation submission shall 0ID4VP:2023,
contain the Presentation Submission object as described Section 6.1
in B.4.3.3.
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An example of the Authorization Response Object Parameters can be found in B.6.6.
B.4.3.3 Presentation Submission
B.4.3.3.1 General

A Presentation Submission object (as defined in OID4VP:2023, Section 6.1) used by this OID4VP mdoc-specific
profile shall contain the JSON members from Table B.7.

Table B.7 — Presentation Submission JSON members

Presentation Value defined in this profile
Submission
JSON member
id The value for id is a String with a value that is unique in the Authorization Response.
definition_id The value fordefinition id corresponds to the id value of the Presentation

Definition object in the Authorization Request.

descriptor_map The value for descriptor map shall be a JSON array of Descriptor Map objects with
one or more entries where each entry corresponds to an Input Descriptor object in the
Authorization Request.

Each Descriptor Map is a JSON object with the following JSON members: id, format,
path.

The value for each id corresponds to the id value of the Input Descriptor object the
Descriptor Map object corresponds to.

The value for format shall be the static JSON String value mso_mdoc.

The value for path shall be the static JSON String value $ if the VP Token contains a single
JSON String or JSON object.

An example of a Presentation Submission object referring to a VP Token with a single entry representing a
DeviceResponse with a single document type can be found in B.6.4.

B.4.3.3.2 Authorization Response encryption

The mdoc shall encode the Authorization Response as a JWT (JWE only) as defined in OID4VP:2023, Section
6.3. The JWT uses the JWE compact serialization as defined in Reference [9]:2015, Section 3.1.

NOTE The JWT does not contain a nested JWS.

To generate the JWE, the mdoc shall use the jwks, authorization encrypted response alg and
authorization encrypted response enc from the Verifier Metadata. The JWE shall encrypt a JSON
Object containing the Authorization Response parameters from Table B.6. The mdoc shall generate a new JWE
Initialization Vector (IV) for each encryption operation.

For example, if the authorization encrypted response alg is set to ECDH-ES and
authorization encrypted response encissettoA256GCM, this means Eliptic Curve Diffie-Hellman
in Direct Key Agreement mode as specified in Reference [11] is used to encrypt the payload of the JWE.

The jwks Authorization Request parameter is used to convey the ephemeral public key information of the
mdoc reader to the mdoc which is required for key agreement. The mdoc generates a new ephemeral key pair
and sets the value for the epk JWT (JWE) header parameter to the public key of the generated key pair-
encoded as a JSON Web Key (see Reference [10]). When generating the ephemeral key pair, the mdoc has to
ensure that the curve of the epk matches the curve of the mdoc reader public key specified by the crv and
kty JSON members (as defined in Reference [10]) of the JWK.
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The mdoc reader shall set the use JWK parameter (public key use) to the static JSON String value enc and set
the alg JWK parameter to the static JSON String value ECDH-ES to indicate which JWK in the jwks
Authorization Request parameter can be used for key agreement to encrypt the response (see Reference [10]).

The mdoc shall support at least one of the cryptographic curves as defined in Table B.8. The mdoc reader shall
support all of the cryptographic curves defined in Table B.8.

The mdoc shall set the apu JWT (JWE) header parameter to the base64url-encoded-with-no-padding value of
the mdocGeneratedNonce of the SessionTranscript as defined in B.4.4.

The mdoc shall set the apv JWT (JWE) header parameter to the base64url-encoded-with-no-padding value of
the utf-8 encoded nonce Authorization Request parameter from the Authorization Request Object.

The mdoc shall set the kid JWT (JWE) header parameter to the value of the kid JWK parameter of the public
key that was used for key agreement to encrypt the response.

An example of the JWT (JWE) header of an encrypted Authorization Response can be found in B.6.8.
An example of an encrypted Authorization Response encoded as a JWT (JWE) can be found in B.6.7.
B.4.3.4 Error Handling

Error handling shall be supported as defined in OID4VP.

B.4.4  Session Transcript

The SessionTranscript as defined in ISO/IEC 18013-5 shall be used with the following changes:
— DeviceEngagementBytes is replaced with null,

— EReaderKeyBytes isreplaced with null

The Handover element is defined as:

Handover = OID4VPHandover
OID4VPHandover = [
clientIdHash.
responseUriHash.
nonce
]
clientIdHash = bstr
responseUriHash = bstr

clientIdToHash = [
clientId,
mdocGeneratedNonce

]

responseUriToHash = [
responseUri,
mdocGeneratedNonce

]

mdocGeneratedNonce = tstr
clientId = tstr
responseUri = tstr

nonce = tstr
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where clientIdHash is the SHA-256 hash of clientIdToHash and responseUriHash is the SHA-256
hash of the responseUriToHash.

The mdoc shall set the value for mdocGeneratedNonce to a cryptographically random number with
sufficient entropy (see B.5.3).

clientId shall be the client id, responseUri shall be the response uri and nonce shall be the
nonce Authorization Request parameter from the Authorization Request Object.

An example of the SessionTranscript can be found in B.6.9.

B.4.5 mdoc MAC authentication

To perform mdoc MAC authentication as defined in ISO/IEC 18013-5, the mdoc shall use on of the ephemeral
public keys from the “jwks” Verifier Metadata parameter as the “EReaderKey.Pub” with having the “use” JWK
parameter set to “enc”.

NOTE “EReaderKey.Pub” acts as input to ECKA-DH to compute the shared secret to derive the MAC Key.

B.5 Security mechanisms

B.5.1 General

The following security architecture goals from 6.4.4.1 apply:

— Security mechanisms a), b) and c) apply directly.

— Security mechanism d) applies by sending the Authorization Response encrypted to the mdoc reader.

— The security mechanism defined in e) does not apply, however the protection against relayed engagement
information is still achieved. The mdoc reader must maintain a binding between the user session bound
and the nonce Authorization Request parameter. When the end-user is redirected back to the mdoc

reader with the same nonce (included in SessionTranscript), the mdoc reader can detect whether
there was no MITM attack.

B.5.2  Cryptographic curves

Besides the requirements for cryptographic algorithms from ISO/IEC 18013-5 for the mdoc and mdoc reader.
An mdoc and mdoc reader shall use one of the ECDH and/or signature algorithms from Table B.8 for Request
signing and Response encryption / decryption. The mdoc reader shall support all curves and algorithms

defined in Table B.8 for response object decryption.

Table B.8 — Cryptographic curves

Definition Specification Key type Signature Curve identifier (crv | Purpose
(kty value) | algorithm value)
(algvalue)
NIST P-256 Reference [11] EC ES256 P-256 ECDSA/ECDH
NIST P-384 Reference [11] EC ES384 P-384 ECDSA/ECDH
NIST P-521 Reference [11] EC ES512 P-521 ECDSA/ECDH
BrainpoolP256r1 Reference [7] EC ESB256 BP-256 ECDSA/ECDH
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Definition Specification Key type Signature Curve identifier (crv | Purpose
(ktyvalue) | algorithm value)
(alg value)

(with SHA-
256)
BrainpoolP320r1 Reference [7] EC ESB320 BP-320 ECDSA/ECDH
(with SHA-
384)
BrainpoolP384r1 Reference [7] EC ESB384 BP-384 ECDSA/ECDH
(with SHA-
384)
BrainpoolP512r1 Reference [7] EC ESB512 BP-512 ECDSA/ECDH
(with SHA-
512)

Curve25519 Reference [14] OKP EdDSA EJ25519/%X25519 EdDSA/ECDH

Curve448 Reference [14] OKP EdDSA EJ448/X448 EdDSA/ECDH

B.5.3  Entropy of the nonce

The mdoc DeviceResponse is securely bound to a particular session based on the fact that the nonces are
not learned or guessed by the attacker. As such, nonces shall be an unpredictable random or pseudorandom
value. Nonces shall have a minimum entropy of 16 bytes. A new nonce value shall be chosen for each
transaction.

NOTE This applies to nonce and mdocGeneratedNonce

B.6 Examples
B.6.1 OID4VP example — Presentation Definition

The following is an example of the Presentation Definition.

Example: Presentation Definition

"id": "mDL-sample-req",
"input descriptors": [
{
"id": "org.iso0.18013.5.1.mDL",
"format": {
"mso_mdoc": {
"alg": [
"ES256",
"ES384",
"ES512",
"EJDSA",
"ESB256",
"ESB320",
"ESB384",
"ESB512"

by
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"constraints": {
"fields": [

{

"path": [
"$['org.1s0.18013
1,

"intent to retain":

"path": [
"$['org.1s0.18013
1,

"intent to retain":

"path": [

"S['org.is0.18013.

1,

"intent to retain":

"path": [

"S['org.is0.18013.

1,

"intent to retain":

"path": [
"S['org.is0.18013
1,

"intent to retain":

"path": [

"S$S['org.iso0.18013.

1,

"intent to retain":

"path": [

"S$S['org.iso0.18013.

1,

"intent to retain":

"path": |
"$S['org.is0.18013
1,

"intent to retain":

"path": [

"S$S['org.iso0.18013.

i

"intent to retain":

"path": [

"S$S['org.iso0.18013.

i

"intent to retain":

"path": [

ISO/IEC TS 18013-7:2024(en)

.5.1"] ['birth date']"

false

.5.1"] ["document number']"

false

5.1"]['driving privileges']"

false

5.1"] ['expiry date']"

false

.5.1"] ['family name']"

false

5.1']['given name']"

false

5.1'"]['issue_date']"

false

.5.1"] ['issuing authority']"

false

5.1'"]['issuing country']"

false

5.1'"] ['portrait']"

false
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"$['org.is0.18013.5.1"] ['un distinguishing sign']"
1,

"intent to retain": false
}
1y

"limit disclosure": "required"

B.6.2  0OID4VP example — Authorization Request Object parameters

The following is an example of the Authorization Request Object parameters. In this example and subsequent
examples, the mdoc reader only contains a key for a single curve in the jwks structure. This is permissible only
because for these examples it is assumed the mdoc reader is aware of the set of keys supported by the mdoc
with which it is interacting.

"aud": "https://self-issued.me/v2",

"response type": "vp token",
"presentation definition": {
"id": "mDL-sample-req",

"input descriptors": [
{
"id": "org.iso.18013.5.1.mDL",
"format": {
"mso mdoc": {
"alg": [

"ES256",
"ES384",
"ES512",
"EdJDSA",
"ESB256",
"ESB320",
"ESB384",
"ESB512"

}
}V
"constraints": {
"fields": [
{
"path": [
"$['org.is0.18013.5.1"] ['birth date']"
]V
"intent to retain": false
}V
{
"path": [
"$['org.is0.18013.5.1"] ['document number']"
]V

"intent to retain": false

b

"path": [
"$['org.iso.18013.5.1"] ['driving privileges']"
1s

"intent to retain": false

by
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"path": [
"S['org.is0.18013.5.1"'] ['expiry date']"

1y
"intent to retain": false

"path": [
"S$['org.iso0.18013.5.1"']['family name']"

1y
"intent to retain": false

"path": [
"S['org.iso0.18013.5.1']['given name']"

1y
"intent to retain": false

"path": [
"S['org.iso0.18013.5.1']['issue _date']"
1,

"intent to retain": false

"path": [
"S$['org.iso0.18013.5.1"'] ['"issuing authority']"
1,

"intent to retain": false

"path": [
"S$['org.is0.18013.5.1']['issuing country']"
1,

"intent to retain": false

"path": [
"$['org.1is0.18013.5.1"] ['portrait']"
1,

"intent to retain": false

"path": [
"$['org.is0.18013.5.1"] ['un_distinguishing sign']"
i

"intent to retain": false
}
]!
"limit disclosure": "required"
}
}
]
}I
"client metadata": {
"Jwks": |

"keys":[
{
llktyll: "EC",

"use": "enc",

"crv": "P-256",

"x": "xVLtZaPPK-xvruhlfECINVTR6RCZBsQai2-DrnyKkxg",
"y": "-5-QtFqJgGwOJEL3Ut89nrEOMeaUp5RozksKHpBiyw0",
"alg": "ECDH-ES",
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"kid": "P8pO0virR1h6fAkh5-YSeHt4EIv-hFGneYk14d8DF51w"
}
]
}I
"authorization encrypted response alg": "ECDH-ES",
"authorization encrypted response enc": "A256GCM",
"vp formats": {
"mso_mdoc": {
"alg": [
"ES256",
"ES384",
"ES512",
"EJDSA",
"ESB256",
"ESB320",
"ESB384",
"ESB512"
]
}
}
}I
"state": "34asfd34 34$34",
"nonce": "abcdefghl234567890",
"client id": "example.com ",
"client id scheme": "x509 san dns",
"response mode": "direct post.jwt",
"response uri": "https://example.com/12345/response”

NOTE While this example contains the state claim in the request, the subsequent response
examples are made for a request where that state claim is not present.

Example: Static Private Reader Key JWK corresponding to 'x5c' JWT Header

"kty": "EC",

"kid": "Cv_aKIPgB8mkHqcJGUFq7zawf5vAyA6xv3PdJIpJY1Vve",
"crv": "P-256",

"x": "Xy4fnFl6uX1kX QsKPFUZKfQADJji2]j91Aot2GNVQxxw",
"y": "THuUCfOwJej--eKovzxUUSLU-1P04NoglUhdkUWM6tg",
"d": "5S50i-g31lIENTg-pyKeh3Vxhvu7IgYRm-IHPis2vfP8c"

B.6.3 OID4VP example — Authorization Request Object

The following is an example of the Authorization Request Object.

Example: Authorization Request Object JWT (JAR) Header

"x5c": [

"MIICPzCCAeWgAwIBAgIUDmMBXx7+19KhwjltDbBWABEOCRREWCgYIKoZIz]jO0EAWIwaTELMAKGALIUEBhMC
VVQxDzANBgNVBAgGMB1V0b3BpYTENMASGALUEBWWEQ210eTESMBAGALUECgwJQUNNRSBDb3JwMRAwDgYDVQQLD
AdJVCBEZXBOMRQWEgYDVQQDDAtleGFtcGx1LmNvbTAeFw0yMzEwMDMxNDQ5MzhaFw0yNDASMjMxNDQ5MzhaMG
kxCzAJBgNVBAYTA1VUMQ8wWDQYDVQQIDAZVAGOwWaWExDTALBgNVBACMBENpdHkxEJAQBgNVBAOMCUFDTUUgQ29
ycDEQMA4GALUECWWwHSVQgRGVWADEUMBIGALUEAWWLZXhhbXBsZS5jb20wWTATBgcghkjOPQIBBggghkjOPQMB
BWNCAARfLh+cWXg5fWRfICwo8VRkp9AAOOLaP3UCiI3YY1VDHHEX71An9IMCX0o/vnigL88VFELI1PtTI0DaINVIX
ZFFjOrYo2swaTAdBgNVHQ4EFgQUxv6HtRQk9q7ASQCUgOgqEUN5S8QQwHWYDVROJBBgwFoAUxv6HERQk9g7ASQ
CUQOQEuUNn5S8QQwDwYDVROTAQH/BAUWAWEB/ zZAWBgNVHREEDzANggt 1eGFtcGx1LmNvbTAKBggghkjOPQODAGN
IADBFAiBt5/maixJyaWNKG8WIdAePhvhh50H] swJaEjcyYiqoogIhANwWTGTAgl2REZQMEQSXTSVENpPljjIMPs
ipgR7kIK1JdT"
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"typ " H " JWT " ,
"alg": "ES256"

Example: Authorization Request Object encoded as JWT (JAR)
eyJ4NWMiOlsiTU1JQ1B6QONBZVANQXdJQkFnSVVEbUJYeDcrMT1LaHdgbHREYkKJXNEJFMENSUKV3Q2dZSUtvIW
k16ajBFQOXdJd2FURUXNQWtHQTFVRUJOTUNWV1F4ARHPBTkInT1ZCOWANQMXWMGIzQnBZVEVOTUFzZROExXVUVCA3
dFUTJIsMGVURVNNQkFHQTFVRUNNAOpRVUS0ULINCRGIzSndNUkKF3RGAZRFZRUUXEQWRKVKNCRVPYQjBNULF3RWd
ZRFZRUUREQXRsZUdGAGNHeGxMbUS52Y1RBZUZ3MH1NekV3TURNeESEUTVNemhhRncweUSEQTVNak14TkRRNUL 6
aGFNR2t4Q3pBSkJInT1ZCQVIUQWXWVUIROHAEUVIEVIFRSURBW1ZkRz13YVAdFeERUQUxXCZO05WQkFjTUJFTnBkS
Gt4RWpBUUJINT1ZCQWIONQIVGRFRVVWARM 15YORFUUIBNEdABMVVEFQ3d3SFNWUWASR1IZ3ZERFVU1CSUdIBMVVEQX
d3TFpYaGhiWEJzWIMlamIyMHAXVEFUQmdjcWhrak9QUU1COmdnciWhrak9QUU1COndOQOFBUMZMaCtjV1IhxNWZ
XUmY503dvOFZSa3A5QUFPTOxXxhUDNVQ2kzWVkxVKRISEVAN2xBbj1INQ1hvL3ZuaXFMODhWRkVPpMVBOVD1 PRGEJ
T1ZJIWFpGRmpPcllvMnN3YVRBZEIJNT1ZIUTRFRMARVXh2NkhOUlFrOXE3QVNRQIVXT3FFAW41UzhRUXAId11EV
1IwakJCZ3dGb0FVeHY2SHRSUWs5cTABULFDVXFPcUV1bjVTOFFRAOR3WURWUjJBUQVFILOJIBVXdBAOVCL3pBVO
IJnT1ZIUkKVFRHpBTmMdANdGx1R0Z0Y0d4bEXxtTnZiVEFLOMdncWhrak9QUVFEQWAOSUFEQkZBaUJONSOtYW14Snl
hV0O5LRzhXOWRBZVBodmhoNU9IanN3SmFFamNS5WW1xb29nSWhBTndUR1IRkZzEyUkV6UUIMUVNYVENWAE SwMWpg
Sk1lQc21lwcVI3a0lLMUpkVCJIALCI0eXAi0iJKV1QiLCIThbGciOiJFUZzI1INiJ9.eyJhdWQiOiJodHRwczovL3NL
bGYtaXNzdWVkLmllL3YyIiwicmVzcG9uc2VEdHIwWZSI6InZwX3Rva2VuliwicHI1lc2VudGF0aWouX2R1Zmlua
XRpb24i0nsiaWQiOiJtREwtc2FtcGx1LXJ1lcSIsImlucHVOX2R1c2NyaXB0b3JzIjpbeydpZCI6Im9yZySpc2
8uUMTgwMTMuNS4xLmlETCALILCImb3JtYXQiOnsibXNvX21kb2MiOnsiYWxnIjpbIkVITMjU2IiwiRVMzODQiLCJ
FUzUxMiIsIkVKRFNBIiwiRVNCMjU2IiwiRVNCMzIwIiwiRVNCMzgOIiwiRVNCNTEyI119fSwiY29uc3RyYWlu
dHMiOnsiZml1lbGRzIjpbeyIJwYXRoIjpbIiRbJI29yZy5pc28uMTgwMTMuNS4xJ11bJ2JpcnRoX2RhdGUnXSJdL
CIpbnR1bnRfdGIfcmVOYWluIljpmYWxzZX0seyIJwYXRoIjpbIiRbJ29yZy5pc28uMTgwMTMuNS4xJ11bJ2RvY3
VtZW50X251bWJlciddI10sImludGVudF90bl9yZXRhaW4iOmZhbHN1fSx7InBhdGgiOlsiJFsnb3Jnlmlzby4
XODAxMy41LjEnXVsnZHIpdmluZl9weml2aWx1Z22VzJ101iXSwiaW50ZW50X3RvX3J1dGEFpbiI6ZmFsc2VILHs1
cGF0aCIoWyIlkWydvcemcuaXNvLjE4MDEzLjUuMSddWydleHBpcnl £Z2GF0Z2SddI10sImludGVudF90bl 9yZXRha
W4i0mZhbHN1fSx7InBhdGgiOlsiJFsnb3Jdnlmlzby4xODAxMy41LIEnNXVsnZmFtaWx5X25hbWUnXSJdLCIpbn
R1bnREAGIfcmVOYWluIjpmYWxzZX0seyIJwYXRoIjpbIiRbJI29yZy5pc28uMTgwMTMuNS4xJ11bJ2dpdmVuX25
hbWUnXSJdLCIpbnR1bnREfAGIfcmVOYWluIljpmYWxzZX0seyJwYXRoIjpbIiRbJI29yZy5pc28uMTgwMTMuNS4x
J11bJ21zc3V1X2RhdGUnXSJALCIpbnR1bnREdAGOfcmVOYWluIljpmYWxzZX0seyJwYXRoIjpbIiRbJ29yZy5pc
28UuMTgwMTMuNS4xJ11bJ21zc3VpbmdfYXV0aGo9yaXR5J10iXSwiaWS50ZW50X3RvX3J1dGFpbiI6ZmEFsc2VILH
sicGF0aCI6WyIkWydvemcuaXNvLjE4MDEzLjUuMSddWydpc3N1aWsnX2NvdiWw50cnknXSJdLCIpbnR1bnREdGY
femVOYWluIljpmYWxzZX0seyJwYXRoIjpbIiRbJI29yZyS5pc28uMTgwMTMuNS4xJ11bJI3BvenRyYW10J101iXSwi
aW50ZW50X3RvX3J1dGFpbiI6ZmFsc2VILHsicGF0aCIloWylkWydvemcuaXNvLiE4AMDEzLjUuMSddWydlbl9ka
XNOaWsndWlzaGluzl9zaWduJd1l0iXSwiaW50ZW50X3RvX3J1dGFpbil6ZmEsc2VIXSwibGltaXRfZGlzY2xve3
VyZSI6InJlcXVpcmVkInl 9XX0sImNsaWVudFOtZXRhZGFO0YSI6eyJqd2tzIjp7ImtleXMiOlt7Imt0eSI6IkV
DIiwidXN1IjoiZW5jIiwi¥3J2IjoiUCOYNTYiLCJ4IjoieFZMdFphUFBLLXh2cnVOMWZEFQ2xOV1IRSN1JDWkJz
UWFpMilEcm5552t4Z2yIsInkiOiTtNSIRAEZxSnFHAO9qRUwzVXQ40WS5yRTBNZWEVcDVSb3prcO0tIcEJpeXcwl
1wiYWxnTIjoiRUNESCIFUyIsImtpZCI6I1A4cDB2aXJISbGg2Z2kFraDUtWVNISHQORULI2LWhGR251WWsxNGQ4RE
Y1MXcifV19LCJhdXRob3JpemF0aWouX2VuY3J5cHRIZFIyZXNwb252Z2VohbGciOiJFQORILUVTIiwiYXV0aG9
yaXphdGlvbl91bmNyeXBOZWRfcmVzcGOuc2VEZW5jIjoiQTI1INkdDTSIsInZwX2ZvemlhdHMiOnsibXNvX21k
b2MiOnsiYWxnIjpbIkVTMjU2IiwiRVMzODQiLCJIJFUZzUxMiIsIkVKRFNBIiwiRVNCMjU2IiwiRVNCMzIwIiwiR
VNCMzgO0IiwiRVNCNTEyI119fSwicmVxdWlyZV9zaWduZWREcmVxdWVzdF9vYmplY3QiOnRydWVILCJIzdGF0ZS
I6I7MOYXNmZDMOXzMOJDMOIiwibm9uY2UiOiJhYmNkZWZnaDEyMzQ1Njc40TALiLCIjbGl1lbnRfaWQiOiJleGF
tcGx1LmNvbSIsImNsaWVudF9pZF9zY2h1bWUi0iJ4NTASX3Nhb19kbnMiLCIyZXNwb252Z2VItb2R1IjoiZGly
ZWNOX3Bvc3Quand0IiwicmVzcGOuc2VEdXJIpIljoiaHROCHM6LY91eGFtcGx1ImNvbS8xMIMONSOyZXNwb2527
SJ9.s50GhN5x6£5vkFE71iPVrqCwpXooek21lnjfI2N68FGWIrTwv3MKSkOZaMs55£jbRh91P-M7JSTXrqoM3Ban
DLy1Q

Example: Ephemeral Private Reader Key JWK

"kty": "EC",

"d": " Hc71Rd1Zt8sDAbl-pCgI9gS3ocobKNa-mjRDhaKjH90",
"use": "enc",

"crv": "P-256",

"x": "xVLtZaPPK-xvruhlfECINVTR6RCZBsQai2-DrnyKkxg",
"y": "-5-0tFqJgGwOjEL3Ut89nrEO0MeaUpS5RozksKHpBiyw0O",
"alg": "ECDH-ES",
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"kid": "P8pOvirR1h6fAkh5-YSeHt4EIv-hFGneYkl14d8DF51w"

"kty": "EC",

"use": "enc",

"crv": "P-256",

"x": "xVLtZaPPK-xvruhlfECINVTR6RCZBsQai2-DrnyKkxg",
"y": "-5-0tFqJgGwOjEL3Ut89nrEO0MeaUp5RozksKHpBiyw0O",
"alg": "ECDH-ES",

"kid": "P8pOvirR1h6fAkh5-YSeHt4EIv-hFGneYk14d8DF51w"

B.6.4 OID4VP example — Presentation Submission

The following is an example of the Presentation Submission structure

Example: Presentation Submission

"definition id": "mDL-sample-req",
"id": "mDL-sample-res",
"descriptor map": |

{

"id": "org.iso0.18013.5.1.mDL",
"format": "mso mdoc",
llpath" . ll$ll

B.6.5 O0ID4VP example — VP token

The following is an example of the VP token:

Example: VP Token

02ZzdGF0dXMAZ3Z1cnNpb25jMS4waWRvY3VtZW50c4GjZ2RvY1IR5¢cGV1b3dnlml zby4xODAxMy41LjEubURMb
GR1dmljZVNpzZ251ZKJIgzGV2aWN1QXV0aKFvZGV2aWN1U21nbmFO0dXJ1hEOhASag91hAZIIUI8retZS5btJITG
yaMt791nQm1DUy5FyG 98yKOOWNOtizwY41CipQOMGZ5d7P1h722-YQrSCpZTNBIY xmpuYWl1U3BhY2VZ2Bh
BoGxpc3N1Z2XJTaWduZWSiamlzc3V1ckF1dGiEQ6EBIJGEYIVKCYDCCAlwwggIBoAMCAQICCkdSCck8KAChX 8w
CgYIKoZIzjO0EAwIWRTELMAkKGA1UEBhMCVVMxKTANBgNVBAMMIELITTZzE4MDE zLTUgVGVzdCBDZXJ0aWZpY2F0Z
SBJQUNBMQswCQYDVQQIDAJOWTAeFw0yNDAOM] gyMTAyMINaFw0yNTA3M] kyMTAyMjNaMEQxCzAJBgNVBAYTAL
VTMSgwJgYDVQQDDB9JU08x0DAxMy01IFR1c30gQ2VydGlmaWNhdGUgRFNDMQswCQYDVQQIDAJOWTBZMBMGBYq
GSM49AgEGCCgGSM4 9AWEHAOIABDAOFaKr OWxgpFW1zF8VmEfchBvTwCloH1MaP685sHKGmreQPVsgbS1HABGTW
PrcnbhlPbQLrDsZH03ggndfjw7yjgdkwgdYwHQYDVROOBBYEFGUpDcssvinvVrvERW1P-KRafe5aMB8GA1UdI
wQYMBaAFEz 1SXgZZtQ7BxDClpyjcQbTTrPMA4GA1UdADWEB wQEAwIHgDAdBGNVHREEFJAUgRJ1eGFtcGx1QG
1zb21kbC5jb20wHQYDVROSBBYWEFIESZXhhbXBsZUBpc29tZGwuY29tMC8GA1UdHWQOMCYwJIKA1IoCCGHMhOdHB
z018vZXhhbXBsZS5jb20vSVNPbURMLMNYbDAVBgNVHSUBAf8ECZzZAJBgcogYxdBQECMAOGCCgGSM4 9BAMCAOkA
MEYCIQCvw8wYtoD1Q1BzgMYFOUOKXK1fFC5f0ONETMKktxg-JWQIThAKOIt0zsjXCO2TJvtCa81HQDOoDOCvCc4T
P5)zp4rW7VDWQK62BhZArWmZ3Z1cnNpb25jMS4wb2RpZ2VzdEFsZ29yaXRobWATSEEtMjU2bHZhbHVIRG1INZX
NOc6Fxb3JnLmlzby4xODAxMy41L]jGrAFggJU2b 85ISFX1EQWLKNOZVmMRs1xSzYsZwWe0Z1Nju4yUBWCC630u
0dOY0wsyiylcVQZ1ltrp9MdsS40ma6NoigSCw3i AJYINNVwMahFR eg3WdAYKd mlT7jcpBlUo4efrVfaljhlqU
Alggl8RTM]j20Z361MmMmMRKRskRIxLZr8U8y8BjYePiEOMDrIEWCBAXKSr1BnPKnWZ50vE0-tH6yS—- fLgO0jtlVv
6lo m2xkAVYIChjHaujPFotPAVarU60S9bOUGIM21i8Su0QHCcGA8LUIgQBlggEPSIRSQU3qO8WGlhdybrFvOED7
ClhKoXNnaz7iEYYGOHWCBdAHiKvThj-f0ujtxCpB-rDOr2j5K6Dus7A4wlVAlFesghYIOcFkpH5f13zQDImzrt
O0uOgp37 3RYcs111ju8WBF0QOCVggRxt5r6QHialVEAC2pWWASPR-FtxUWwSriOJRAA3XUNWKWCBIKSMIxIOQ
awO8CVvCxg B-1LOrUU_ syVoouJRsC2cXmlkZXZpY2VLZX1JbmZvoWlkZXZpY2VLZXmkAQIgASFYIFfRFOB86
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kxJpllzlXbiSPjaamzGlFL6Z0L9VKkdPecLIlgglApkmUibrgPDNOcJ10g0zSbX440venAe0K1Xrn3X70BnZG
9jVH1wZXVvcmcuaXNvLjE4MDEzLjUuMS5tRExsdmFsaWRpdH1JbmZvo212YWxpZEZyb23AdDIwMIQtMDQtMIh
UMJE6MDI6M]jVaanZhbGlkViW50aWzAdDIwM)QtMDUtMDhUMIEG6MDI6MIRazZnNpz251ZMBOMjAYyNCOwWNCOyOFQy
MTowMjoyNFpYQONMckHB3uEeFbz7re-heKVBrD6LOMiAQBkS5TIRhF1U9cfIg51anDt5cnWBOEEVT77VxJIXDF-pbj
a-murflS 9ymnxgbmFtZVNwYWNlc6Fxb3JInLlmlzby4xODAxMy41L]jGL2BhZCDukaGRpZ2VzdE1IEBWZyYW5kb2
10ZWUgWBRENQw2 9qWDPQOduHF1bGVtZW50SWR1bnRpZmllcmhwb3J0cmFpdGx1bGVEtZWS50VmMEsdWVZB-3 2P
gABBKRk1GAAEBAAAAAAAAAP iAihJQONfUFJPRkIMRQABAQAAAhgAAAAABDAAAGIudHISROIGWF1aIAAAAAAA
AAAAAAAAAGFjc3AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAD2 1gARAAAAANMtAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACWRIc2MAAADWAAAAJHIYWVOAAAFKAAAAFG
dYWVoAAAF4AAAAFGIYWVOAAAGMAAAAFHIUUKMAAAGGAAAAKGAUUKMAAAGGAAAAKGIUUKMAAAGGAAAAKHAOCHQ
AAAHIAAAAFGNwCnQAAAHCAAAAPG1 sdWMAAAAAAAAAAQAAAAxX1DIVTAAAAWAAAABWACWBSAECAQgAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAWF1aIAAAAAAAAG-1AAA49QAAASBYWVOgAAAAAAAAYPKAALeFAAAY21hZWiAAAAAAAAAKOARAADS
QAALbLPcGFyYQAAAAAABAAAAAJMZGAA8qCAAALIZAAATOAAACI SAAAAAAAAAAFhZWiAAAAAAAAD2 1gABAAAAANM
tbWx1YwAAAAAAAAABAAAADGVUVVMAAAAGAAAAHABHAG8AbwBNAGWAZQAGAEKADgBJAC4ATAAYADARMQAZ OsA
OWAQCwwODA0QDgOOEhEQExgoGhgWFhgxIyUdKDozPTw5Mzg3QEhcTkBEVOU3O0FBtUVAfYmdoZz5NcX1wZHhcZ
Wdj 9sAQWEREhIYFRgvGhovYOI4OmNJjY2NJY2NJjY2NJjY2NJY2NJY2NJY2NJY2NJY2NJY2NJY2NJY2NJY2NjY2
NjY2NjY2Nj_SAAEQgASABSAWEiAAIRAQMRAf_EABOAAAMBAQEBAAAAAAAAAAAAAAADBAUGBWH_XAAuEAACAgE
DAgQFAWUAAAAAAAAAAWQTIWUUMONTJGNZgWEGFTSjFkSTJTVRVbP_XAAWAQEBAQAAAAAAAAAAAAAAAAAAAWT_
xAAWEQEBAQAAAAAAAAAAAAAAAAAAAXP 2gAMAWEAAhEDEQA AOXAAJJGgAAABbUKtAaBLulH3er AMAUgSToOL
QOKgAAAAAAAAAUNFDQAUOaSygFW2t FNACqoBQVAA31WhaHghb50DVNGIOI1tBvKSF6om2gKil1QSKAAAAAAAVKari
CS2pRLFVa0BsWA2U060L8UKGWEFVGYoNWTGb8uK6RB-nJR2Q0K50SV8r4srTL1aM2K2pp6CSz1WggBk40OVpbYu
XpCukb09VraldLlMuerayvKaEkHEVErVEFSuIJAAAJAAACCVyl-1gIJXKakAKydHFUaiiCKXgDUaNACQLaiCps
_ WApRfUNQKiDYKUgpSjnNUgVWnZGXgkW1QHBtxAobP8AumiovKGUOAAJAAACWVyY18VERBK5RoVk61iLPVUXgng
TpySmgGlWgtUFAHZK1DbcpxsBriWtUo62g2KEFVV0205eU2UrFaKiz225Z2QHWkrcpKpriW9X2irL1QPPtUxSmgFR
eIgl7-6SvVFKxKDLUAABIAKGgKaovVFtUKV6VPpgRVVNGCsksWB5RsqqVEqgGlCpXEGplgyz1KU206ipgov37E
dUcvoyvH2nZcggqgINgpsXzW5SD6Wg3g-kbMBVUVShoGXFgVNxcRe231UrKNgFNbU1VQHN09Tfgjbe6NGz8rba
1UMtQAOAKUNFDQGGL4sqppANUFZN7dNxYrSWelo2 LxCpUWONRugtVbUdGclFgSt1i0o2rWgV1ygFtTWiWy1K5
W1legNgxBUSCrbeLKDVctvKOqIJ89UDKIuIgOSlltugN iIBsqUpspre60UGA0AABQOUADROOANG6K3wolUgOy4
De6X1KaGps6XVaX905eLEVbbumgN1VT£3VvuhVgDeUlUgqriaNtJAacl82yvEFKV2jo5UgpTWt 6RweqVupTZTeq
VSqUKACrKA90BQAAAFTQa0UltQSsWICLxGzAymDA41i9TaiSrrYsBVQ1WlgV1SCBPVVINRUpXdCptONDddoFK
JDL17FpbWt0Iby43svmOUprdr2srT121N5alFUqoAKthitUlVOpamgKpFAABJIfKitUrEoggL dt7pK1Vv2vSC
qVXKogaprWidvw-Pw-OP4ZWcZuxYqm2ta3iUBlwDZ2BAgA2LFU3unZRVeFUSVYMXS2tNmLoylF61VDbQgFKUoO
glTVFQFeaKn6ztcSuU5eVKbPbbaBgQLVaXKn9Vuly9Z2UpUVXSaXymlQIsXtK KY2vKqlKi9pQSKUg3FaKbuoG
JtghrVVKNTVIDVcSsX IgkxlKUIWUg2vmilNUpuVXEX7qL g ygKbF2EVTeW31JWxWxek06iVFt1Kge60xpTW
TprcoGN1VIN5USX0tSIN8U31FaxGUnS4vd5SVsXaqiylcTQNIWWBteqo6iB9qo4PS57d 1 Kd4rixEmgQaZc—
VixGo310cnyuqOkMuUEBX9XbK ajVWOVWVrcQlsrwFSv4AmlUjVVStUytxKyt9UwZTbdUa3zTUbFlaXo2XgmDF
UlrcRVJfKardKy4jeVKVKVi5fNOS1KaqVUdGrS27VTQMufageFoawgVUprVGWSH  Z2BhYW6R0ZG1nZXNOSUQ
IZnJhbmRvbVCOgDHM3xUFKaiFRUlDANUXcWVsZW11bnRJIZGVudGlmaWVyamJpcnRoX2RhdGVsZWx1bWVudFZh
bHV12QPsajESO0TAtMDEEMDHYGFhTpGhkaWdlc3RIJRAAmcmEFuZGO9tUNPRb Jle7E5D-hepAv3TxVxZWx1bWvud
E1kZW50aWZpZXJqgZ212ZW5fbmFtZWx1bGVLtZW50VMEsdWV1QWxpY2XYGFhbpGhkaWdlc3RIRAFMcmEFUZGOtUP
KBXZijF1d3_RO4NtJZ7C1XZWleWVudElkZW50aWZpZXanXNZdWVfZGFOZWleGVtZW5OVmFSdWXZA—XquA
yMCOwWMSOwMdgYWFykaGRpZ2VzdE1EAGZyYW5kb21QgHykf2kk9Y9 jhMOBAAitHF1bGVtZW50SWR1bnRpzZmll
cmt1leHBpcnlfZGFO0ZWx1bGVtZW50VmMEsdWXZA-xgMjAYNSOwMSOwMdgYWFSkaGRpZ2VzdE1IECWZyYW5kb210Qu
1Akgm6fgkRX1xcbNvrUc3F1bGVtZW50SWR1bnRpZmllcmtmYW1lpbHl fomFtZWx1bGVtZW50VmEsdWV1U21pdG
JYGFhbpGhkaWdlc3RIRARMcmFuUZG9tUOTooDeEwWCn1GLbbzY-verS5xZWx1bWVudE1kZW50aWZpZXJvZG9jdWl
1bnRfbnVtYmVybGVsZW11bnRWYWx1ZWhBQKNEMTIzZNNgYWEWkaGRpZ2VzdE1ECMZyYW5kb21Q ctRuMUlAkse
1¢cS8sFjbJHF1bGVEZW50SWR1bnRpZmllcm9pc3N1aWsnX2NvdiWw50cnlsZWx1bWVudFZhbHV1Y1VT2BhYW6R0OZ
G1lnzZXNOSUQGZnJhbmRvbVC I 4SIn8VRu gWxcclHpNcWVsZWI11lbnRJIZGVudGlmaWVycWlzc3VpbmdfYXV0aG
9yaXR5bGVsZW11bnRWYWx1ZWZOWSxVUOHYGFjvpGhkaWdlc3RIJRAImcmFuzZG9tUFoPulAe76m2ftDBo8H1DU9
XZWx1bWVudE1kZW50aWZpZzXJyZHIpdmluZzl 9weml2aWx1Z22VzbGVsZW11bnRWYWx1Z2YKjamlzc3V1X2RhdGXZ
A-xgMjAyMCOwWMSOwMWtleHBpcnlfZGF0ZdkD7GoyMDI1LTAXLTAxAXZ1aGlijbGVEY2F0ZWdvenlfY29kZWECo
2ppc3N1ZVI9kYXR12QPsajIwMjAtMDEtMDFrZXhwaXJ5X2RhdGXZA-xgMjAyNSOwMSOwMXV2ZWhpY2x1X2NhdG
Vnb3J5X2NvZGViQkXYGFhdpGhkaWdlc3RIJRANMCmFUZG9tUADrjtIGo37dMzct fKHTO9J1xZWx1bWVudE1kZW5
0aWzZpzXJ2dWw5£2GlzdGluz3Vpc2hpbmdfc2lnbmx1bGVtZW50VmMEsdWVjVVNB

B.6.6  0ID4VP example — Authorization Response Object parameters

The following is an example of the Authorization Response Object parameters:
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"presentation submission": {
"definition id": "mDL-sample-req",
"id": "mDL-sample-res",
"descriptor map": [

{

"id": "org.iso0.18013.5.1.mDL",
"format": "mso mdoc",
"path": "S$"
}
]
by
"vp_ token": "02ZzdGFOdXMAZ3Z1lcnNpb25jMS4waWRvY3VtZW50c4GjZ2RvY1IR5¢cGV1b3InLlmlzby4x0D

AxMy41LjEubURMbGR1dm1§ZVNpZ251ZKIqZGV2aWN1QXV0aKFvZGV2aWN1U21nbmF0dXJ1hEOhASag91hAZII
UI8retZS5btJ9TGyaMt7j1nOmlDUy5FyG 98yKOOWNOtizwY41CipQOMGZ5d7P1h722-YQrSCpZTNBIY jxmpu
YW11U3BhY2Vz2BhBoGxpc3N1ZXJTaWduZWSiamlzc3V1ckF1dGiEQ6EBIGEYIVKCYDCCAlwwggIBoAMCAQICC
kdSCck8KAChX 8wCgYIKoZIzjO0EAwWIWRTELMAkKkGAIUEBhMCVVMxKTANBgNVBAMMIELTTzE4MDEZzZLTUgQVGVzdC
BDZXJ0aWZpY2F0ZSBJQUNBMQswCQYDVQQIDAJOWTAeFw0yNDAOM] gyMTAYMjNaFw0yNTA3M] kyMTAyMjNaMEQ
xCzAJBgNVBAYTA1VTMSgwJgYDVQQODDBOJUO8xODAxXxMy01IFR1c3Qg02VydGlmaWNhdGUgRENDMQOswCQYDVQQT
DAJOWTBZMBMGBygGSM4 9AgGEGCCOGSM4 SAWEHAOIABDAOFaKr OWxgpFWlzF8VmfchBvTwCloHIMaP685sHKGmr
eQPVsgbS1HABGTWPrcnbhlPbQLrDsZHO3ggndfjw7yjgdkwgdYwHQYDVROOBBYEFGUpDcssv1nvVrvERW1P-K
Rafe5aMB8GA1UdIwWQYMBaAFEz 1SXgZZtQ7BxDClpy]jcQbTTrPMA4GAlUADWEB wQEAwIHgDAABgNVHREEFJA
UgRJ1eGFtcGx1QGlzb21kbC5jb20wHQYDVROSBBYWFIESZXhhbXBsZUBpc29tZGwuY29tMC8GA1UdHWQOMCYw
JKA10CCGHmMhOdHBz018vZXhhbXBsZS5jb20vSVNPLbURMLMNybDAVBgNVHSUBAfS8ECzAJBgcogYxdBQECMAOGC
CgGSM4 9BAMCAOKAMEYCIQCVvWw8WYtoD1Q1BzgMYFO6UOKXK1 fFC5fONETmKktxg-JWQIhAKOIt0zsjXCO2TJvtC
a81lHQDOoDOCvVCc4Tp57 zp4rW7VDWOK62BhZArWmZ3Z1cnNpb25iMS4wb2RpZ2VzdEFsZ2 9yaXRobWATSEELM]jU
2bHZhbHVIRGINZXNOc6Fxb3JInlmlzby4xODAxMy41LjGrAFggJU2b 85ISFX1EQWLKNOZVmMRs1xSzYsZwiWe(Z
INju4yUBWCC6j0uodOY0wsyiylcVQZ1ltrp9Mds40ma6NoigSCw3i AJYINNVwMahFR eg3WdYKd mlT7jcpBl
Uod4efrVfaljhlqUAlggl8RTMj20Z361MmMmMRKRskRIxXLZr8U8y8BjYePiEOMDrIEWCBAXKSr1BnPKnWZ50vEi0 -
tH6yS- fLg0jtlVé6lo m2xkAVYIChjHaujPFotPAVarU60S9b0UGIM218SulQHcGA8LUIgBlggEPS1IRSQU3gO
8WGlhdybrFvOED7C1lhKoXNnaz7iEYYGOHWCBAHiKvThj-f0ujtxCpB-rDOr2j5K6Dus7A4wlVA1FesghYIOcF
kpH5£13zQD1Imzrt0uOgp37 3RYcs111ju8WBFOQOCVggRxt5r6QHialVtAC2pWWASPR-FtxUNwSriOJRAA3XU
NwKWCBJKSm9xI0QawO8CVvCxg B-1LOrUU syVoouJRsC2cXmlkZXZpY2VLZX1JbmZvoWlkZXZpY2VLZXmkAQ
IgASEFYIFfRFOB86kxJpllzlXbiSPjaamzGlFL6Z0L9VKkdPecLIlgglApkmUibrgPDNOcJi0g0zSbX440venA
e0K1Xrn3X70BnZG9jVHIwZXVvcmcuaXNvLjE4AMDEzLjUuUMS5tRExsdmFsaWRpdH1 JbmZvo212YWXpZEZyb23A
dDIwMIQtMDQtMjhUMIE6MDI6M]jVaanZhbGlkViW50aWzAdDIwM]jQtMDULtMDhUMjE6MDI 6MjRaZnNpz251 ZMBOM
JAYNCOwWNCOyOFQyMTowMjoyNFpYONMckHB3uEeFbz7re-heKVBrD6LIMIAQBkS5IRhF1UScfIg5lanDt5¢cnWBO
EEV77VxJXDF-pbja-murflS 9ymnxgbmFtZVNwYWNl1c6Fxb3JInLmlzby4xODAxMy41LjGL2BhZCDukaGRpZ2V
zdE1EBWZyYWS5kb21QZWUgWBRENQw2 9gWDPQOduHF1bGVtZW50SWR1bnRpZml lcmhwb3J0cmFpdGx1bGVEZW50
VmEsdWVZB-3 2P gABBKRk1GAAEBAAAAAAAAAP iAihJQONfUFJPRkIMRQABAQAAAhgAAAAABDAAAGIudHJISR
0IgWFlaIAAAAAAAAAAAAAAAAGEFjc3AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAD21gABAAAAANMEAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACWRIC2MAAADWAAAADHT
YWVOAAAFKAAAAFGAYWVOAAAF4AAAAFGIYWVOAAAGMAAAAFHJUUKMAAAGGAAAAKGAUUKMAAAGGAAAAKGJIUUkKMA
AAGgAAAAKHAOCHQAAAHIAAAAFGNWCNQAAAHCAAAAPGl sdWMAAAAAAAAAAQAAAAX1DIVTAAAAWAAAABWACWBSA
EcAQgAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAWEF1aIAAAAAAAAG-1AAA49QAAASBYWVOgAAAAAAAAYPKAALeFAAAY21hZWiA
AAAAAAAAkKOAAAD4QAALDLPCcGFYYQAAAAAABAAAAAIMZGAASqCcAAAl ZAAATOAAACLI SAAAAAAAAAAFhZWiAAAAAA
AAD21gABAAAAANMtbWx1YwAAAAAAAAABAAAADGVUVVMAAAAGAAAAHABHAGS8ALbWBNAGWAZQAGAEKADgBJAC4AT
AAYADAAMQAZ 9sAQWAQCwWWODAOQDgOOEhEQExgoGhgWFhgxIyUdKDozPTw5SMzg3QEhcTKBEVOU3OFBtUVAfYm
doZz5NcX1wzHhcZWd) 9sAQWEREhIYFRgvGhovY0I4QmNyY2N]Y2N]Y2NjY2NjY2NjY2N]Y2N]Y2N]Y2NjY2N
JY2NJY2NJY2NjY2NjY2NjY2N] 8AAEQQAsSABSAwWEIAATIRAQMRAf EABOAAAMBAQEBAAAAAAAAAAAAAAADBAUG
BwH xAAuEAACAQEDAgQFAwUAAAAAAAAAAWQTIWUUMONTJIGNzZgWEGFTSjFkSTITVRVDP xAAWAQEBAQAAAAAAA
AAAAAAAAAAAAWT xAAWEQEBAQAAAAAAAAAAAAAAAAAAAXP 2gAMAWEAAhEDEQA AOXAAJJIGgAAABbUKtAaBLu
1H3er AMAUgS70LQKgAAAAAAAAAUNFDQAUOaSygFW2tFNACqoBQVAA31WhaHghb5QDVNGII1tBvKSF6om2gKil
QOSKAAAAAAAVKariCS2pRLEFVa0BsWA2U060L8uKGWEVGYyoNWTGb8uK6RB-—nJR2Q0K50SV8rdsrTL1aM2K2pp6C
Sz1WggBk40VpbYuXpCukb09VraldLlMuerayvKaEKHEVErVESuUIJAAAJAAACCVyY1-1gIJXKakAKydHFUaiiCK
XgDUaNACQLaiCps wApRfUNgKiDYKUgpSjnNUgVWnZGXgkW1QHBtxAobP8AumiovKGUOAAJAAACWVyY18VERBK
S5RoVk6iLPVUXqng7pySmagGlWqtUFdAHZK1DbcpxsBriWtUo62g2KEVV0205eU2UrFaKiz225ZQHWkrcpKprW9X2
irL1QPPtUxSmgFReIql7-6SvVFKxKDLUAABIAKGgKaovVFtUKV6VPpgRVVNGCsksWB5RsqgqVEqgGlCpXEGplgy
z1KU206ipgov37fdUcvoyvH2nZcqqgINgpsXzW5SD6Wg3g—kbMBVUVShoGXFgVNxcRe231UrKNgFNbU1VQHNO
9TfgjbebNGz8rbaiUMtQAOAKUNFDQGOL4 sqppANUFZN7dNxYrSWelo2LxCpUWONRuUgtVbUdGclFgSt1iOo2rW
qV1ygFtTWiWylK5W1legNgxBUSCrbeLKDVctvKOqIJ89UDKIuIgOS11ltugN iIBsqUpspre60UGAOAABQOUADR
00AN6K3wo1lUgOy4De6X1KaGps6XVaX905eLEVbbumgN1VT£3VvuhVgDeUlUgriaNtJAacl82yvFKV2jo5UgpT
Wt 6RwcgVupTZTeqVSqUKACrKA90BQAAAFTQa0UltQSsWICgLxGzAYymDA41i9TaiSrrYsBVQ1lW1lgV1SCBPVVINR
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UpXdCptONDAdoFKJIDL1 7FpbWt0Iby4jsvmOUprdr2srT121N5alFUqoAKthitUlVQpagmgKpFAABJfKitUrEog
gL dt7pK1lVv2vSCqVXKogaprWi4vw-Pw-OP4ZWcZux¥Yqm2ta3iUBlwDZ2BAgA2LFU3unZRVeFUSVYMXS2tNmL
0ylF61VDbQqFKUoglTVFQFeaKn6ztcSuU5eVKbPbbaBqQLVaXKn9Vuly9z2UpUVXSaXymlQIsXtK KY2vKqglKi
9pQSKUg3FaKbuoGJItghrVVKNTVIDVcSsX Iqgkx1KUIWUQ2vmilNUpuVXEX7qL g ygKbF2EVTeW31JWxWxekO
61VFt1Kge60xpTW7/prcoGNI1VINSUIX0tSIN8U31FaxGUnS4vd5SVsXaqiylcTONIWWBteqo6iB9qo4PS57d 1
_Kd4rixEmgQaZc-VixGo31i0cnyuqOkMuUEBX9XbK ajVWOVWVrcQlsrwFSv4mlUjVVStUytxKyt9UwzTbdUa3
zTUbFlaXo2XgmDFUlrcRVJIfKardKy4]jeVKVKVi5fNOS1KaqVUdGrS27VTQMufageFoawgVUprVGWSH  Z2BhY
W6R0ZG1InNZXNOSUQIZnJIhbmRvbVCOgDHM3xUFKaiFRulDANUXcWVsZW11lbnRIZGVudGlmaWVyamJpcnRoX2Rhd
GVsZWx1bWVudFZhbHV12QPsajESOTAEtMDEtMDHYGFhTpGhkaWdlc3RIRAAmcmFuZG9tUNPRb Jle7E5D-hepA
V3TxXVxZWx1bWVuUdE1kZW50aWZpZXJIqZ212ZW5 fomFt ZWx1bGVt ZW50VmE sdWV1QWxpY2XYGFhbpGhkaWdlc3R
JRAFmMcmFuZG9tUPKBXZ1ijF1d3 RO4NtJz7ClxZWx1bWVudE1kZW50aWzZpzXJqaXNzdWVEZGF0ZWx1bGVLEZWS50
VmEsdWXZA-xgMjAyMCOwWMSOwMdgYWEykaGRpZ2VzdE1EAGZyYW5kb210gHykf2kk9Y9 jhMOBAAitHF1bGVtZ
W50SWR1bnRpZmllcmtleHBpcnlfZGFO0ZWx1bGVEtZW50VMEsdWXZA-xgMjAYNSOwMSOwMdgYWFSkaGRpZ2VzdE
1ECWZyYW5kb21QulAkgm6EgkRX1xcbNvrUc3F1bGVtZW50SWR1bnRpZmllcmtmYWlpbHl fbmFtZWx1bGVEZW5
OVmEFsdWV1U21pdGjYGFhbpGhkaWdlc3RIRARMcmFUZG9tUOTooDeEwCnl1GLbbzY-ver5xZWx1bWVudE1kZW50
aWZpZXJIvZG9jdWllbnREfbnVtYmVybGVsZW11bnRWYWx1ZWhBQKNEMTIzZNNgYWFWkaGRpZ2VzdE1ECmZyYW5kb
21Q ctRuMUlAkselcS8sFjbJHF1bGVtZW50SWR1bnRpZmllcm9pc3N1aWsnX2NvdW50cnlsZWx1bWVudFZhbH
V1Y1VT2BhYW6R0ZGINZXNOSUQGZnJhbmRvbVC I 4SIn8VRu gqWxcclHpNcWVsZWI11lbnRJIZGVudGlmaWVycWl
zc3VpbmdfYXV0aG9yaXR5bGVsZW1 1bnRWYWx 1 ZWZOWSxVUOHYGFjvpGhkaWdlc3RIRAIJmcmFuzZG9tUFoPulAe
76m2ftDBo8HIDUIRZWx1bWVUdE1kZW50aWZpZXJIyZHIpdmluZl9weml2aWx1Z22VzbGVsZW11bnRWYWx1ZYKja
mlzc3V1X2RhdGXZA-xgMjAyMCOWMSOwMWt1leHBpcnlfZGF0ZdkD7GoyMDI1LTAXLTAXAXZ1aGljbGVEY2F0ZW
dvenlfY29kZWECo2ppc3N1ZVIOkYXR120PsajIwMjAtMDEtMDEFrZXhwaXJ5X2RhdGXZA-xgMjAyNSOwMS OwMXV
2ZWhpY2x1X2NhdGVnb3J5X2NvZGViQkXYGFhdpGhkaWdlc3RIRANmMcmEFuUZGOtUADrjtIGo37dMzct fKHT9J1x
ZWx1bWVudE1kZW50aWzZpzXJ2dW5£Z2GlzdGluZ3Vpc2hpbmdfc21lnbmx1bGVtZW50VmEsdWVjVVNB"

}

B.6.7 OID4VP example — Authorization Response Object encoded as JWT (JARM)

The following is an example of the Authorization Response Opbject encoded as JWT (JARM):

Example: Authorization Response Object encoded as JWT (JARM)

eyJhbGciOiJFQORILUVTIiwiZW5jIjoiQTIINkdDTSIsImFwdSI6Ikl1USXpORFUyTnpnNULIHRm1ZM1JsWmlkb
yIsImFwdiI6I1llXSmpaR1ZtWjJneElgTTBOVEkzTORrdyIsImtpZCI6I1A4cDB2aXJISbGg2Z2kFraDUtWVNLSH
QORU12LWhGR251WWsxNGQ4REY1IMXciLCJ1lcGsiOnsia3R5IjoiRUMILCIjcnYi01JQLTIINiIsIngiOiJsYUtL
NYVJabHREdAGRKV]jBmbVNpdlNJIJMmMROR31PSmlsSVpjWGpkc2hlRWZNIiwieSI6Imp3aUxKdVOvNEBseEdnMEJT
M3pgalQ3ZzNtTmN5ZGolVmMwb]jVOZWJIS5MFkifX0. . kXamCWWe61lbljHMa . pZEQRAFUIESyCgFWs O04GRAicG
urd4p70iUyKZw631EJCO23APUAfaGGIpmWW14G01GEOr3MAOG6H wDnrAUj1iZ2GigPWl0alrss68x7vC6rxcmhd4
uwjoqTmAV5vSo7P e-wiv5gMeFdLr71vts7SsTh-ddbOcl fEWMVs864xIHVyygvkd5fjb8a79PVx9ckfFSRr
3FeCItN-N7mY2H]jLONhRmX3w2nDOBOAMxvKGMtolZww7VPx26IXv-FLCW KJjR8kanLVH5m 4XxlmoyF41C7Nm
0525906Y1J A2tVYsTDgbkJQbKW8J2FqG4V41GUo3usbl19H4wbJoFa8Dk8G-ag3pb3RYgxZ4xxBWJRuxDizZh
gOMx5zwM-tG15DE4Hce50JVEbmgaWQyNYg3kpL7aAgs0739 38p56sF3vmXLx1YOlre2Yaxeq6CJINokbyZzBn
WN50uWhygwWCLo00seDgyJKT6JC8A3021a5NkBjUr62P8h3YzzmLMCCCAhofKj8wjlrF-t2ml-ZOKVb6mLm5R
B_n2AzP8DYB99EAIeu—U9deeenX9A6KNRvlet—zBukzD—O5lKHprJ7Grth6sZQSOL2ZDv7npuDQulioZz
snGaMs9k2 eEBBOLrmI-0V981WbY1ZuG309ErtNOJImx9JJ01AXLI3fDtaadlNSWguZA-eZzZF-sOz-0ghRoih
p6ZfewFwNH-8THTX-gKlikrICsSJIGV0k3m8cVFiigK7J wRsWxpl4CND3hwY6G5gPBALfFjy52t1iMWIGSBFQ
EoJ1DXFnmKFzipdT1x60ybW5Gvt]7AaHNksx7X37bcuCbpSO0Q1FRTTMIdhPuRKRe EPFEmhm7hrgc3VE1F1TO
ZCU243nOE3TwQTZOBHTMFEQ 71tANBhTAqfUgzPs3vvKjuavrTHojIOJPAgwuOIWCAHQTuUn5PijodwSVppuj
cd opI9T3YTJO71RLOV3HIVWU-GBQRyNbraqcp45nVbiW9BSazHpiWZzQ ssSKR6CpnBg53MSEFMn-tefcennbV
oFKakXXsdTcns5vM-JcgPT8fFOmlsZ27hV48RjUmU-WP1ymRAXbbvwC6Y5R3qObhTAfcPB4ySdIj24£2IzW1nE
10EfURuqtys0eQECs33 CVBFIL26 TSp5iEObDIWgMV5s3p8l 1p-xwiDUlwXywpo3GSiCCUMrzX9Ulmj0ZGY
SA1yMtpAPGZ022b9 YpHUMkST151lrih h0ZuGd7GtBgmnrO0CWP6yPVGMJISeVcLYok2gzrVWlmzisnWOENtvJT
EDR _K6UUqwZzAgziCLzv82x39dC0GZdCA4gIEH9eGjBoUKcWs5-avV-5Mg8v_tyiqUqV4iASvOUDuUEONnxmQ6Qk
5479 02rv4KEDOEzxwGDDOSbZYRFCOnY V7vYOE8rDIFamZl94sPBnZYnA wgkEwcB3JJ9kSpSMFSZEINgxDW
JALyVxaQNfeSv04GQHUMGWBsWU1lgEKTNi81xQXWDbzpc6saadS8Az7327X09-38sDnyEsKgA9mJIpOyiWeBbS7
4TIECHzewD]jblx7nzGUOppUOTs5Xs40Uh NxHImOCb1l4KTOcTc31pGfyWSgrJ8e975 QDKIyRIARITF4y4wiES8
yBP n0-04Dyp4Y 1Na-dS szpMMHkQo-zSRYTCNKbLAILLrteN-HT8rm27nOoRwlh-Ji0ZoaeIaZ 1eJKCLI
pcC08gB68nftT2zmsT30-54RDMWEME78yyCDpfjIILnyoHzaT2uTf1kJYxa081ls IGRtDmER-HNT2a2xQK20n
Bcx  1bCI8k em47md 9IPnobDD4CHnHY5bi5kuGEsnj63DEY2YuYS4kgNLzaP4rA6BP-fKNfoatgeealSovT
9DJH7KrSNVmHiAUBO 2IGSEfiWuUHXr6GTj-E3NYflmGhg8cypUTDyNM1QPIAe7WdlPnm -dEuLV3MwoxWOaf
QOSSH5YnSpuwEfqgkZo4i197d32)Z2gsQEyPRIFEFvTb78duvIBI9xP36GmyOhs1UVIOgpILMNNZLSKjLrfPraXM2iv
FvsnucDzNC6xVIQqA69gdP5QrDtgRcLIMxUZ1VY1V-NoSimraSD1Y2Z007DYKvDmsOXg oFHI98HDCRJDuWHiTc
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rc86GQ1lheBT-m3cHdsNo7¢cl15eipTVOkYB5kYLnzI203DFyUKhdj-EFge7yv04JNhctPcedhpUIpkVvh 311£G9
4C5uRwXIHoZqllVe]j Bl1l1VogBAM]j7GxinJ0LZ3pjuBS5N3BSNGg ebzlvlbEvcItO8X1to3X4NkJIPELITErwP
vUvglGOctVPjCGDYsWtRM-HNCwU9RahC5wDd1H9roylVAgesaGWpHctxLcKY3EHxhmosjgizudvPIB5SHVYPGT
J7Q5dqixa5G0dezGQbYL6YOTt4mwOpOgpUCHVPO egT-VwLeE7JnS%eYvoouwt6eGOMD26A1E2 QyNV3bfgNh
p-1vzpJGKstQtNudxURoD8ZNOBYDzhtedzcledHeUj-v6EogklF1zZP9zmKmauOca8dQXBl1tWAdOGMHPJRokB
WXADgoljovw8gmY6CMgtROgfTAARG8XSgSNwsE30TPchWdJ3Ls52HBZhxyGfED2FgxyBXpwTXCTGGMB7SJdARW
rx5se5xhxI9YHPOM2V73JF0udbL8BZKpiLV2£fg5Dc8zKaSKGIrm6HLbEIBWrKrIXKrgQ892nJIMIbx7GRtRLUQ
ghflEGxT2 WODUmhHePPiVNzgxUFZttWYOuzNYE1GZEXrZ k WORC1JIsgmyHIprYBX11-HW3TTPAhOY2MYti
D TE770XgKgyYCRPPhetcOHjUWCHRMR3soaDsMcTEEqIdiLPdDuSMuQlmMYKbSyv Emkt-LkY1S7iuKcR8xQD
-SF6WVWOQVrjE70XTsQVIugauMRAZ2x140h5 hu210aM0t gI4p7k62sgEt zAt7glh8tMZucmDgiN1cABGQOW
6xazTbzQ61egSbKByKOId5pQ2Q-4HOb-81ARedVIilHI9f1hw-SGKxdeq3wYTt2-zbaneM-vps2-JiCYivtWnL
GRRnu38 jKJ01j7U1-xJbQu58QFvwiWISbPO0YyuT7Mxa2f21qlzCBElrkeA7VqQUPVEWVYRTID3euZL46hmLnJ7A
OEJjwwGXLNGoz4VvhAQEJWXE715Mz60InUeNESfilkkbPLXzWH 087Glc2FnvUWNraH7rELCVvFEX1fHITEiTcZ3XQ
e gCqrUtK2Bj-92cLGp52sg03CKmbalvzPsm9EQ3hqC8vhX6JusmevvyNXmEZKNTKBEKUAHNOQMLQOX9vkjt]
QsmAoON4dzLFpAM4ionIbcP39sVSBTm-p9cNF6TCT1d O 841SWV_o0-o0IlhpN2t3DVQug446jdBCriepbaW66
RYJBDH8FeXahlSWYcHOFu94IiwGMGqlKdyioadjdtmW5zW2TasS J 87VKlrkwE2DhZEYm8s7JzMtwvCHr26eg
U1ENEQbyy4GXhxD1SakMTiJGdJ NEoMPwhfH7qBAC44bTGJJKNOSnKwKr2Gzmb9Aep-v_ 2thsjSUnL2n0frxs
ExUt5QkPUlwnlhJO8H3GxWZprv34RiWx7wtzjdeeKCFGIM7r2HevxWLPpT-y 7CwzNUII-fUgz6ZemsmZWOvhv
3PJWmQVLWLLJA45n-R2ftFxMpx1U6I VuK7NijDInh-L7IaYaV4XMgPvfHituIXDDRDD Aj1202EhLzXEJDoz
NrSxPeldgY7bx-a i1VQX6tj9LgHudMm372BjTGHLxBrDvIsdKCSyEyvFHrInBl-5jiusR89%9anfn51zvJp2cUt
t1UNsDpKS6t6H5ARh101QtUbGr6gRYeytdlBAly5A0VxsDrnVEIOL 0Vdokx7ZmLpzGWbXtYAQdVrZoNY6V33R
Y13Ms6DKjCjJ2nwgpJ5Z g J1F nX1z62EtSbf9rQznNgGLWr4LJEg-cvc53V57hoNV1U aAIboKB2AWOgPpm
A8tHMNgi5fOMVxuYeW-zNHAHEJpV 2 HI7RgltE7ybSzuzARLWR4yQDyDk4CBe2bdunHMhHIxXMtU]J5SAdIZT
0TUwj00DS0qU4MDQOB-aDom6uCK8BoGRila TbwPPmW8TzkDX- uuisfL7Cn4WKHWFd-QjwdlRmdlrgmMM6XW
90dkFjzwYZ7-PO6yTzWYi0TpgakljdfzFDIZdEQlKlrRduclPvihybC8btTpCHuU3pLsQpGzcX4jO7L1DCi2GC
19EpKZfR1vXmyiKmuiZwL8y4PVglHSTwIJ-X51XQJf1Vgb5F2aKLz1lutibNDRHXPUfmj rvvnQWEFOQlel43Lm0O
M5ShZ1K-eVAYv3DbNjk5Q0HVNPRNmIIQb1shRLpC3PzbLT /mUTZHYqJ7ELm-0-AwnZ8HoA-JjAS5eSWpfKe4Bd9
CICIXCxn-£2g0 sjB4pYWR0OSU822vKW141loTp-hrJIX6wzTvYulDDB5sNppUTyv99ifJI6bDfSItx-RUF6Y5yb2
O0DQg7QNUGABXC2nJA5724dnUMFUiLiSpqTl -hbJOHgQR VzWcZlnzPEkQ-trgUU2Fcn2UHNnKVtyiPVpTH-LU21
CTxA7uYpS-0ITeNLtef2xzWNZ3597JcrQ8SzCCakIczGhTXazYCisRAZOhYE3VZEYCRoKPgXk1l0eLUOb2pVuX
-YfA8zmPlrmwvA 3HmfvA87uQFzdt-RTthn3-vxHMgqUGnRJIv1aJCEfMtR6PRkQ31g0P7b8kDFbgan6nz-2gal
QcO0CIkAZ1kNFQAOm18qJ9mjd0cDQPcaq37Ul0LoGtrO gX-eHSOelidzbcBSwK rQ ktjusW5Be-PWLOD8B]7
A-pbWniquikXR3ub72 GJAlOyeJ 2HIPbeljGt UjTjpohpDHSW1JeI9NDOASTvOBs3gqUmmGW7Du9LFGgEcIpL
WaJe] fWLOP givObCwgZYHI1Wnd XQemS-wUiRPZmgOpTSEYSGjXTXSCDxyykrhI9Egmebg9p6JLfJ41m8gHyn
CI2iasdHfyUAZBQsKW2vYeU7IjRXvas2Z7-SbkKP4hvBuCJaZl QxngNUE9--1K5NcabYEHuUTMtUDrxKqcdS]
SMtDVgRI-18a0AMmQgcDfcuzTa Upu7-IclgEGDc02Z2iTJQOY13SRf02sNbDLWol1QvdAlclTHVc4GEgCuwTp
_tDbQcaDNGzcCy]jTTT4zKCVUFgnSaZ3psrLvcpx5cB26hoyF 140HIbDPi6Rey 7LG1FkxdZM7YE 6s28t9K F
0vtvVagm816iZ2t-2308r 0t8Z7CgzCOEKMxXGQHLY OYuhWvP2FzDfKhFJImrmmf97J412dHogACzoVsW5G7817R1
61L40xmJaNZwG3Haqy2h5q700zSbQG2G39e6-h6f1lwaoXHi-U%94R9yGImnOxXktWrPeogWzQrTp9A61yuoKoQM
bh5m NJIXgmwEOHTpAODpwvkR1i5spshwONoPHASHCOQuUB er8PCeUioWIzHmpFC7Axwo5]5wz50JUQKEFXVHEZ
dFNLETzK2NGVYaFEQ2hAcROwWPkJLvOe4skP55uxmcrFl mdC -mHwpxrpROY3KfeSPZLOBs1kkXGB1lZ 7VnLp
w07-6SONGm3U1l0p856jeDNCd9mrfe5BpgnruTneWx2mDUSOwLELIYgmPsOQYvO-PYvn73vusZpghluFOEoaOZ
d7PMzYm52NWpR43G04ZK9TiaDF TwK GTrkOPXulk-7ZzZZ9SDyowxz3PX40LT4Q5SEEB2UT0a6 2kDO7dSWQOX
VyWZo0x09yBJa7PVCLadt1lblWxDZv0212W101wNdmSAgOPut7CwNokzdsX81iVLWGPFYZMdW71looJtxuOgCiXU
9R28H8hyZ7LRLR8x0OFU8b9bC8Suwf501lxejeXyGODYEFV6cKep604SuGzQMAWE gFHR1IJtKiQnKeFr8XvQ2Eno
DOcfq4ykNm532ENySOmOnIS1gfgl5F7gGaS8N7X jnFJU8vBJeQ-DafMDEeuQlC6e9tTbrgh2-9sgMwk6P5n5
ep5Iz4AXt5GY01d7dBfOcXSFy30YynokuZzoN5eC3LtQ1HIrvVRiONhvwFbMVD m UgiznVeénDCUL2fe0WWgWS
ThGJIT1lygqt8uPddB2U6EOMB20ZKACAWC4 57 7sP8RAIM6Je-0DwOgjMVo665sgedTRnwY PNAbnXhwANHmbmRINp
BJOu3Mcsg2PIJbWttTCSRNWRC4J1fN3nK4EB3PO6HNYRr9 Ct66fmDeU4azi900rHFOTewBLxoplsrfob0G1U
gwe3qs]j4vFDCRZWwfhZacDVOwofQ3enzKmguiYOo HtHBt4PbYaK jsOsVT8D35shFDWyO21zhJhj-K4vJI4i
T7£z958c0CAOK9KkgkCD8Iwh2H3sZ21-ASqQjH4zWgml61xVJIw9ponuicLl-nYXy3SekbETDnT308KtRcD2geY
13g8bN-fggZ60GXkN7nyBMypEESHMYCcAKSr1VXZDHdy9yRrszZV54y£f8sA0w2bp03ionrSggr4Nisj4QCIpmVA
WCyZP4PKcqbk-rzz4QrIjotajk9CzHrklmsOm4uUArHYBETZqOthipnE YNxR 000U0ikIzUAjgQyHCY3T14Y
J1SJFSLCU_tkLh19NFRySqcNyTcycepbzsM64ubhIaDorH99eBa24dbwPTYgxQkzNSAGBygbTQ AvuHOb78b9
cU8MjcS0CgyaLjpPoHgAYX YLehw-VwBdtqv LFyJKR3y9RuRmg8uQI8qfLegXw9bmNpEUNn41jKmOPUR]LqUu
2BXVkcKSAMMBzpXzZMg4sqYLGEdpKwfoANY4dJKJaz-OGTFOntkRU4z011R55tLeFp-0rCIdmQ3zLoXdg4Nhh
xrsohDO8UEQYKpcDKqwJxf 6BDk WAXBNK3NUt8DDfOKThBDcdwFPCpQVNVCX017pyWD750SgUdDv54bFqHJ4
JOHLOrXbThsMJZT-adFikd-ych uglClVHr2k-QkbUzXoq8lkgofmTFWnOag355 40p361G8gShSveNVEhgF
FRKVFrR6BAVSMNhEXTPyrnBh1I9BSZayHWsy4A0ajehSi-5h7K21fkgWYDTK5uteQ7041la5jeKzsnHvtB —wq
vdgfPlcntoYF1QsLXUMpzoIkFUEVFymePG6NNz8KW0J4AuxJr8rO0GNh9 jS-sxwTmGPW1EqpgHLbIO8WEHGVE
681FwwiWtTubFSW6ar fVRuKVHegucAm9y9G9jCzBxXxDLAG2j30NNDRIVy54S- skpRSAKpNsgpg5JbQ47PGSzD
HM7poE2R4cbtbpO6U-uzZrGSobCaZ2JaeCvsYnJulroYk 5gNbvvOIxue6zz BvHOS5JZGNcnI7ayYQrpvixufRZ
Aua62N5IfgNbxarrUHETTT8aT8ELxX1D-9CHFzZWFYgBRtjJ-GJ TA-6BrKf51iFAWOYyOm4MIwHWpyMIEL1VhopP
FXeDNRDALAX0lUP1fcJRGDTWr LXC6qFbProiFhBdn8TH33ysdfms7ix01ihzdWJgP -vLgVNLQI1AmtWlm06
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JKETfrPRk AqR2iLOwghwpT7yWtQqzGOuecsCthSQfjT1lr6BUIjoie59g006blVvagYUWuD871idPQIVtR4A]T
3YBTI6dRIXgdFeAlx JyL011095e4gswhFBPf-HWpmcjtJgliEpNwYwUnYVRMInkylyf-knP GoI6FVhgIHNg
50KhnPYZ7VesNfUmQD5MhsgtUg20rUMMZ2uTIDb0Be-1hNyJ-U30sSz5CjoRylxcdhot0S2MjziwR nLR-Qe
5AfSB70UCE7]j30CiXE8rsYD59wD-2ye c2RyvHDeDxUtuKtIyvRwsVHHB2bP Uu-oNnV41YApCZmgpa¥Yn7pLw
d1EW3xGxQCa-e0gxbbvtbgI-14xn7r5ykwkcUAGowkobFEYpl 7R3PyvjpNHcUuOQeE]jg6FQcrLwNKVCAOYCN
nPOt-s0gTiOwIlnOofUjf]fFtgF2j97HeKbESXJUIMXWOgxrLN3Dn3Vk2dc-sn-TX42gylIMvWNWnDOXFxkfc
WIOL8QJO0YptbugSbfLCVX2xxZ0BxOtUDZRzCUeN py s1PxChcQ-tJEOjFFCglyo-IrJLdhbaUA2J6luhsy Ovc
S IHPI8QrhN-i6ntPk0gGkwOghfwBpZh zupLJyqjILwIPY6iHx1ylHO5pQiAuRbbR6e ZeawLvafEDFId121l
aLzTFpuvTQYcgwJwSYKNT6Ews lyrPOgQFCs731SJFj8BEWBkJIDRE2 IpmYJicjLUOMKMO78imD6sMArRUUEBTFy
1vd¥YbxEOPCfeT4yLgvuhpojjrcwaednmxME1FZivQ0abUIgCZkcIXhPF8egtVYOpIsRdoel667WecyuCO1IDJ
VNWs6glNWNzjJIJ1lwjhKkRO0O0oiXnwhi04ME1kOmaQgNp9hYDuP18VYgFBSNbDc270sg5Ib5ddLx1-80n0gNiWLek
AdRu E99%a 9IaQLf-ThlIZX9hDL1wig67nRKZcrELOvOgH7BGbhWjTNM1o2-0gXF MZ7NF0bmjgQ2WMNhz404
X2nbP2b FnVBgB O8TL1 cmm5W0r-Tdg xN2vjjQFogmVusavFH1JReAJz9gWBy4CLWaEjGRwIR69g2KNAGVS
ELetm0970KB-KHbbPJCCT81YNO74WpyCEHyZtIfrgnIwDby-pmXSZBgLILKZAbuPmOWmaOXbr DiDCY90AhTe7
2v2gER68PNAIzwOgNuTblmb2U tLPVAWZx3KV-.xJEEAiKbR t024nKHOpnwQ

B.6.8  OID4VP example — Authorization Response Object JWT (JARM) Header

The following is an example of the Authorization Request Object JWT (JARM) Header:

Example: Authorization Response Object JWT (JARM) Header

"alg": "ECDH-ES",
"enc": "A256GCM",
"apu": "MTIzNDU2Nzg5MGFiY2R1Zmdo",
"apv": "YWJJZGVmZ2gxMjMONTY3ODkw",
"kid": "P8pOvirR1h6fAkh5-YSeHt4EIv-hFGneYk14d8DF51w",
"epk": {
"kty": "EC",
"crv": "P-256",
"x": "laKMaRz1tDtdJV0fmSivSI2dhGyOJilIZcXjdsheEfM",
"y": "jwiLJu 04P1xGgORS3zjjT7g3mNcydj5VcOn5Neby0yY"

Example: Ephemeral Public MDOC Key JWK

"kty": "EC",
"crv": "P-256",

"x": "1aKMaRZ1tDtdJV0fmSivSI2dhGy0OJilIZcXjdsheEfM",
"y": "jwiLJu 04P1xGgORS3zjjT7g3mNcydj5vVcOn5Neby0Y",

Example: Ephemeral Private MDOC Key JWK

"kty" . "EC",

"crv": "P-256",
"x": "1aKMaRZ1tDtdJV0fmSivSI2dhGy0JilIZcXjdsheEfM",
"y": "JjwiLJu 04P1xGgORS3zjjT7g3mNcydj5VcOn5Neby0yY",

"d": "va3rO9wvZrIgD27Se3t7R6DVbx6cHiKdzsXVyxQJP90"

Example: IACA Certificate

MIICGjCCAb+gAWIBAgIKfgh/NIWv9JsIdDAKBggghkjOPQQDAIBFMQswCQYDVQQG
EwJVUzZEpMCcGAlUEAwWwgSVNPMTgwMTMENSBUZXNOIENl1cnRpZmljYXR1ITE1IBQOEx
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CzAJBgNVBAgMAkS5ZMB4XDTIOMDQyODIxXxMDIyM1oXDTMOMDQyODIxXxMDIyNFowRTEL
MAkKGA1UEBhMCVVMxKTANBgNVBAMMIE1ITTzE4MDEzLTUgVGVzdCBDZXJ0aWZpY2F0
ZSBJQUNBMQswCQYDVQQIDAJOWTBZMBMGBygGSM4 9AgEGCCgGSM4 9AWEHAOIABCS8v
9/5utIwwLrN/ge54sga0FSNIJGO/NO9YKWGSUWYylEI1RskOUD7TWAK9UKplzQNck3k
FeJSKUAyliG4RSIbgnyjgZYwgZMwEgYDVROTAQH/BAgWBgEB/wIBADAOBgNVHQEB
Af8EBAMCAQYWHQYDVROOBBYEFEz/1SXgZZtQ7BxDClpyjcQbTTrPMBOGA1UJEgGQW
MBSBEMV4YW1wbGVAaXNVvbWRs LmNvbETAVBgNVHR8EKDAMMCSgIgAghh50dHRweczov
L2V4YW1lwbGUuY29tLO1TT21ETC5jcmwwCgYIKoZIzj0EAWIDSQAWRgGIhAMu3vC2e
eEW6r+Nagqcd6NMxDINQsA8ipV4Q0e4Z10xAzAIEA611vXXBXEfcSULjOzw+PIrZop
gJGXXKNEfK5h7jNIONVKY=

B.6.9 O0ID4VP example — SessionTranscript

The following is an example of the SessionTranscript:

Example: OID4VPHandover CBOR Hex
835820DA25C527E5FB75BC2DD31267C02237C4462BA0C1BF37071F692E7DD93B10AD0OB5820F6ED8E3220D
3C59A5F17EB45F48AB70AEECFIO9EE21744B1014982350BD96AC0C572616263646566676831323334353637
383930

Example: SessionTranscript CBOR Hex

83F6F6835820DA25C527ES5FB75BC2DD31267C02237C4462BA0C1BEF37071F692E7DD93B10ADOB5820F6EDS
E3220D3C59A5F17EB45F48AB70AEECFIO9EE21744B1014982350BD96AC0C572616263646566676831323334
353637383930
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